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Protect Your Institution!

What is Penetration Testing?

Penetration Testing is an exercise in which an authorized source performs a simulated cyberattack
against a system to discover any known or unknown vulnerabilities in said system. This can be
done using both technical or non-technical methods in order to test compliance, Incident
Response, or just technical awareness. This can be done as a one-off or on-going engagement.

What does infotex offer?

® External and Blind Scanning - Starting with a perimeter scan,
infotex will look for any vulnerabilities during predetermined times
and then exploit any non-disruptive findings that can be used to
attain higher system access.

® Internal Network Scanning - Utilizing a “mole” device on your
network, our analysts will scan for any internal vulnerabilities and
exploit any of those low-criticality findings.

; @ Analysis and Confirmation - Our analysts will analyze collected
4 data, confirm / test results, and then begin to create the deliverables.

@ Social Engineering Leverage - If we are also doing social
engineering exercises with you, we will use any information
discovered to inform the penetration testing.

® Reporting and Debriefing - infotex will hold a final debriefing with
e you, take any response you may have, and then deliver a final report.

If you are interested in our Penetration Testing, Triguard®, or any other services, please
visit:
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