Social EngPineerin Tests:

retext Calling
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Activate Your Awareness Training!

What is Pretext Calling?

Pretext calling is a form of social engineering where a bad actor attempts to gain information from
an entity illegitimately by calling the target and pretending to be a person who has a legitimate
claim to the information they are requesting.

What does infotex offer?

® A Safe and Secure Process

® Semi-Blind and Blind Testing

® Ongoing Testing All Year-Long

@ Timely & Actionable Deliverables
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If you are interested in our Blue Team Testing, Triguard™, or any other services, visit:

offerings.infotex.com

24x7x365

Managed Security Operations Center
< infotex 4» Managing Technology Risk 4» my.infotex.com ¢» (800) 466-9939 ¢»




Social Engineering Tests:

Voice Cloning
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Voice Cloning is Real! Are you ready?

Voice Cloning is a fairly recent threat that has come to light and has been added to the “bag of
tricks” for bad actors to utilize. Using the latest in Artificial Intelligence, it is now possible to
create a model of someone’s voice in order to create a close replica of that voice. What sorts of
information or actions could take place if someone made your voice, or maybe one of your
executive’s voices, a possible threat to your security?

What does infotex offer?

@ A Clone of your voice for testing purposes

® Used in Pretext Call Testing
=
® Used in Physical Breach Attempts

S Timely & Actionable Deliverables

If you are interested in our Voice Cloning, Triguard™, or any other services, visit:

offerings.infotex.com

24x7x365

Managed Security Operations Center
< infotex 4» Managing Technology Risk 4» my.infotex.com ¢» (800) 466-9939 ¢»




