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Boilerplate
Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document.  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other template with third parties other than auditors and examiners.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
· All areas needing customization and/or consideration are in red.    
· Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
· Sections in green are examples.
· Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.  If we have processed this boilerplate against the Cybersecurity Assessment Tool, the following color scheme replaces “brown”:
· Maturity Colors
Baseline (black)
Evolving (RGB 112, 48, 160)
Intermediate (RGB 0, 112, 192)
Innovative (150, 75, 0)
· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you.
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This document presents the Information Technology Strategic Plan for <Name of Institution>.  The purpose of this plan is to provide a “roadmap” for management to implement and deliver services that support the strategic mission and goals set by the bank.

This document is accompanied by a separate Information Technology Tactical Plan.

These two documents represent a snapshot of plans within an ongoing, organic planning process.  This plan incorporates significant findings resulting from various assessments with the tactics required as a response to the bank’s overall business strategy.  

Vision Statement:  

Your vision statement should be very personal to your team.  You should try to come up with it as a team.  Don’t take yourself too seriously.  But have a statement you can always point back to.  The following are merely examples:

Technology will facilitate the achievement of our business plan, in a manner that minimizes frustration and risk while maximizing productivity, teamwork, communication, and competitiveness.  

-----

Technology is to banking as water is to the earth . . . . it gives us life, keeps us moving, and creates risk.  It is what separates us from other institutions.  Our role in the bank is to maintain technology’s productive, rather than destruction, use.

-----

Technology will be used to keep our institution productive, competitive, communicative, and risk-appropriate.  

-----

To remain productive, profitable, and frustration-free, we are laggards when it comes to deploying new technologies.  While we agree that sometimes we may stray from this position . . . . for example to deploy technologies which substantially lower risk or technologies which our customers are demanding immediately . . . . we in general will hold off on a new technology until LONG after the rest of banking has wrestled with it.  

-----

By implementing a strategy for reaching challenging yet attainable goals, we will create an environment that integrates technology in a cost effective manner into the fabric of the bank and provides all of the bank’s employees and customers with information, tools, and services they need, when and where they need them, to accomplish their objectives or needs.  Our tactics reflect our belief that technology represents an important business process that must be managed to ensure the realization of <Name of Institution>’s mission and strategy.  
Technology Strategy Statements 

Many institutions find it helpful to boil down all the strategy ideas to a set of statements that can be reviewed throughout the year.

In 2016-2018, <Name of Institution> will [what’s the one key accomplishment in the next three years?] 

· We will ensure that technology facilitates the tactical plan of the overall bank strategy.
· We will manage the risk of information, technology, and information technology, and escalate risk acceptance decisions appropriately.
· We will continually improve IT Governance to ensure that the technology strategy meets bank strategy objectives, improves competitiveness and profitability, and effectively communicates tactics. 
· We will always facilitate the training objectives of the bank’s overall strategy for Customers, Vendors, Employees, Management, and Board Members.
· We will always confirm effectiveness of new system deployments (such as instant debit cards, on-line mortgage origination, web site redesign, etc.) to ensure business objectives are met. 
· We will use technology to help us meet the intense compliance burdens of our community-based bank, and respond to the new focus on Cybersecurity with the Cybersecurity Assessment Tool.
· We will maintain high regulatory ratings.
· We will not invest in technology for technology’s sake.   Using Everett Rogers’ Theory of Innovation:
· In general we are a late majority adopter of security technology
· We will understand the true costs of technology and any investment in technology will always be thoroughly evaluated for cost versus benefit versus risk mitigation. 
· We recognize that some technologies will produce risk management benefits rather than return on investment benefits.

With the above strategy in mind, the following tactical plans have been proposed by the Information Technology Steering Committee, and are submitted for the board’s awareness as un-prioritized plans:
List out 8-11 “tactic names” from your tactical plan.
1) Facilitate Tactical Plan of the Overall Bank Strategy
2) Manage Technology Risk
3) Training 
4) Roll out the final phases of Mobile Banking
5) Instant Debit Card Machine
6) Maintain High Regulatory Ratings
7) Facilitate the redesign of the web site
8) Integrate the new Cybersecurity Assessment Tool into our Risk Management Practices
9) Prepare for the expiration of our MSSP contract (because we want to switch to infotex)



[bookmark: _GoBack]Note:  If you adopt the policy language suggest the “Technology Planning Kit,” it requires you to include the following “Risk Appetite Statement” in your Technology Plan.  However, many institutions keep this statement in their top level policy (such as their Information Security Program or their Technology Risk Management Policy).  Some institutions keep it in their “Annual Report to the Board.”

Risk Appetite Statement:  
As of xx/yy/zz, the Board of Directors requires that the Information Security Officer monitor the bank’s Inherent Risk Profile on an annual basis, and report to the board anytime a change or a new asset, product, vendor, service, technology, connection type, delivery channel, organizational characteristic, or external threat causes the Inherent Risk for the bank to cross into the Moderate Level of inherent risk.

Based on the above Inherent Risk Profile, the Board of Directors also wants the Information Security Officer to conduct the Maturity Analysis process from the Cybersecurity Assessment Tool, on an annual basis, and report anytime the bank is not at a Baseline level of maturity for any of the “declarative statements” in the tool.

The above risk appetite statement will be added to the bank’s Risk Management Policy.




Concluding Sections
The following sections may or may not apply to your institution, depending upon your own policy/procedure development protocols.  However, we do strongly urge you to include the distribution list, policy owner, and policy reviewers section for your convenience and to ensure appropriate review and training.  Please remove this section.

Review

This policy will be reviewed annually to ensure that it is kept current to existing technology and knowledge about Information Security.  Meanwhile, tools (such as the IDS system, the signatures used, documentation, reports, logs, etc.) will be reviewed quarterly to ensure appropriateness and that they are working properly.

Reporting to the Board

The Internal Auditor will report to the Board on an annual basis that the all policies listed above have been reviewed for completion, enforcement, and training.  Specifically, this report will indicate that all policies listed above have been updated.  The report will list deficiencies related to enforcement of the policies and procedures above, as well as indicate the level of training provided to members of the various teams affected by the policies and procedures listed above.

The Board of Directors will also receive summary reports of examinations, audits, and other assessments of the risk inherent in information security as they are required.

Status Reporting

The Information Security Officer must report to the Board of Directors on an annual basis the status and enforcement of the Risk Management Policy, Information Security Strategy, and other Board-level policies.

[bookmark: _Toc128189461]Due Diligence

The Information Security Officer is responsible for creating and executing a due diligence process to ensure that this policy is being enforced.  All other employees will be required to funnel materials gathered as a part of this policy to the Information Security Officer for processing.  The Information Security Officer will also be responsible for gathering annual documentation as required by this policy, and working with the Internal Auditor to ensure policy enforcement. 

Noncompliance

Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; termination of employment relations in the case of contractors or consultants; or dismissal for interns.  Additionally, individuals are subject to loss of financial institution information resources access privileges, and civil and/or criminal prosecution.

Note:  This section can be removed if the financial institution is not subject to CobiT compliance.



Storage of Policies and Procedures

The Information Security Officer is responsible for maintaining current copies of all information security related policies and procedures.  These will be stored [state method and location] and an electronic copy will be stored off-site [state location].  The electronic copy will be updated annually (in December) as well as on an as-needed basis any time there is a major revision of a particular policy or procedure.

Policy Training

The policy owner and members of the [IT Steering Committee / IS Steering Committee / IT Governance Committee / Audit Committee / EDP Committee] must review this policy and its procedures annually and hold discussions to ensure that everybody understands the provisions of this policy, as well as the implications upon their job description responsibilities.  


Distribution List

The following positions will receive this policy and any changes to this policy:  
· Information Security Officer
· Network Administrator
· Human Resources 
· List other positions.  
· Consider establishing an e-mail alias corresponding to the individuals.


Policy Owner

· Title Here


Policy Reviewers

· Titles Here

Revision History
Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer
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