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Note:  there are two versions of this next section.  The first, which we recommend for banks that struggle with this control, is simpler and relies primarily on role playing.  The second is for banks that have matured this control.

Authenticating Telephone Information Requests

When a person calls asking for information, they could be a threat instead of a customer.  Persons involved in domestic disputes, cyber-criminals looking to gather information, and nosey neighbors/friends/family members could call the bank posing as a customer.  Improperly revealing account balances, e-mail addresses, even tax-id numbers could not only embarrass you, but it is also considered to be against the law.  

To prevent threats from exploiting this social engineering approach, called “pretext calling,” we must authenticate nonpublic customer information requests with “out of wallet questions.”

Out-of-wallet questions seek validation information that cannot be found in a person’s lost wallet or purse, or on social media.  The particular question you ask often depends on the person calling.  Not every customer will know the answer to every out-of-wallet question, and thus you must seek the customer’s help in finding a legitimate out-of-wallet question.  Rather than providing a list of “out-of-wallet” questions in this policy, employees must learn to use out of wallet questions by role playing.  If you answer the phone regularly, you are expected to learn how to use out of wallet questions by role-playing with other team members.  Please see your supervisor to start role playing.

Three Important Words:  The person who can teach you the right out of wallet question is actually your customer.  When you start with, “For your protection, I need to ask some questions to confirm your identity,” you will enlist the customer’s help in the identification process.  Then try to find a question that will prove the customer’s identity, that can NOT be found in a lost wallet or purse or on social media.

DO USE:  Information such as amount of last deposit, the car purchased under a loan, or where a particular deposit comes from DO qualify as out of wallet questions.  

DON’T USE:  Information such as date of birth, last four of SSN, tax identification number, mother’s maiden name (found in social media sites), address, and/or account number are NOT out of wallet questions.  You can ask these questions, but they are not out of wallet questions.

LAST RESORT:  If you can not find a legitimate out-of-wallet question, there are only three options left:  you can call the customer back at a number on file at the bank, require the customer to come into the branch, or pass the customer along to your supervisor.





[bookmark: _GoBack]Authenticating Nonpublic Customer Information Requests

When a person calls asking for information, they could be a threat instead of a customer.  Persons involved in domestic disputes, cyber-criminals looking to gather information, and nosey neighbors/friends/family members could call the bank posing as a customer.  Improperly revealing account balances, e-mail addresses, even tax-id numbers could not only embarrass you, but it is also considered to be against the law.

To prevent threats from exploiting this social engineering approach, called “pretext calling,” we must authenticate nonpublic customer information requests with “out of wallet questions.”

“Nonpublic Customer Information” can include any information that has any or all of the following:

· Name (any name on an account)
· Address (any or all addresses for any account)
· Phone numbers (any or all, including fax)
· Tax ID numbers
· Social Security numbers
· Account numbers (any or all)
· E-mail addresses
· Account balances

When a customer calls asking for any of the above information, you MUST confirm the identity of the caller prior to giving them any of the information listed above.  If you do not know a customer, feel free to ask the customer to provide “out-of-wallet” authentication information.  “Out-of-wallet questions” seek validation information that can not be found in a person’s lost wallet or purse, or on social media.  Rather than providing a list of “out-of-wallet” questions, employees will need to learn to be creative as you authenticate callers.  Out of Wallet Questions are “customer centric.”  The particular question you ask often depends on the person calling.  Not every customer will know the answer to every out-of-wallet question, and thus you must seek the customer’s help in finding a legitimate out-of-wallet question.  By starting with “For your protection, I need to ask some questions to confirm your identity,” you will enlist the customer’s help in the identification process.  Then try to find a question that will prove the customer’s identity, that can NOT be found in a lost wallet or purse or on social media, such as:

· Predefined challenge questions (note:  if your system supports this, it would be ideal, but not all customers will have a challenge question and employees s hould still be taught to use out of wallet questions.)
· Amount of last deposit
· Amount of recurring deposits or payments
· Source of recurring deposits or payments
· Amount / date of automatic payments
· Month and Year account was opened
· Month and Year a loan was initiated
· Collateral on a Loan
· Anything that can not be discovered in a lost wallet or purse, or on social media.
· Multiple Choice Questions where none of the choices are correct (use sparingly, and only when customer can’t answer other out-of-wallet questions)

Information such as date of birth, tax identification number, mother’s maiden name (found in social media sites), address, and/or account number can be used to verify a member’s identity ONLY if combined with out-of-wallet questions as defined above.  The customer information listed above may not be shared with anyone outside of Name of Financial Institution without permission from your Department Manager or Branch Manager.

If you can not find a legitimate out-of-wallet question, there are only three options left:  you can call the customer back at a number on file at the bank, require the customer to come into the branch, or pass the customer along to your supervisor.
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