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Scope of Document

This document represents a summary of a “drill-down risk assessment” on the subject of Authentication in response to the FFIEC’s June 28, 2011 “Supplement.to the 2005 Authentication Guidance.”  

This is merely an executive summary of an overall risk assessment document, highlighting only those areas of highest risk.  The Board of Directors and all members of [IT Steering Committee / IS Steering Committee / IT Governance Committee / Audit Committee / EDP Committee] are invited to review the risk analysis documentation in its entirety.  This document escalates high risk accepted by Management on behalf of the Board of Directors.

The purpose of this Executive Summary is to help Name of Financial Institution’s management and Board of Directors become aware of “information assets” needing additional authentication controls, if possible.  As such, the risk assessment has been sorted by order of residual risk rating, with the top 18 risks presented in this Executive Summary for discussion.  Not included in this executive summary is:  Appendix A:  A list of issues to address with the appropriate vendor of our e-commerce systems, as it was also a deliverable of this assessment; and Appendix B:  A matrix listing inventoried assets and controls.  

The overall risk analysis process was facilitated by an outside consultant.  The Information Security Officer approved all decisions. 

Assessment Process

The risk assessment started with an inventory of all information assets, drilling into e-commerce assets by listing high-risk transactions as assets.  From a list of [total number of assets], we identified [number of assets] assets that the bank has in our information system.  We then calculated inherent risk based upon the risk factors delineated in the 2005 Authentication Guidance, as well as three additional factors.  We then inventoried authentication controls on all assets, weighting each of the controls according to their “robustness,” and calculated residual risk.  For all information asset categories except mobile banking, we documented controls that are in place.  Planned controls were not considered, though we did document them in our assessment for future use.  For Mobile Banking, we considered controls that will be in place upon the initial deployment of our [iPhone, Android, and SMS] banking systems.  Our mobile web controls were documented as-is.

Individual and Multi-disciplinary Approach 

The Information Security Officer enlisted the aid of the [Information Technology Manager, the Chief Operations Offer, Human Resources Manager, Security Officer, E-commerce Manager, etc.]  Please insert the titles of those on your “ad-hoc committee” to respond to the supplement.  We also interviewed [Name of Vendor] for an understanding of authentication controls on the Mobile Banking assets.  

Factors Considered

Inherent Risk calculations focused on risk factors as delineated in the 2005 Authentication Guidance, specifically:  [Customer Type, Transactional Capabilities, “Sensitivity of Customer Information,”  Public Presence, Volume of Transactions, and Ease of Use].  We also considered whether breaking authentication could affect [Data Integrity, Availability of Information, and the Ability to Hijack an Account from Outside the Bank].  These factors were weighted according to our opinion as to how much impact that would have on the authentication process.  A full description of the factors and their weighting is available in the risk assessment document.

Controls Considered 

For each information asset identified, we inventoried the authentication controls as well as other controls that can improve authentication.  We then gave the controls certain weighting based on our understanding of their “robustness,” and this was used to calculate residual risk.

The following controls were inventoried:

Highest Weight Controls
· Dual Authorization / Dual Control
· Multi-factor Authentication (True What you know, What you have)	
· One Time Password (sent out-of-band)
· Out-of-Band Verification (default control optional for Internet and mobile banking)
· Whitelisting (ie: Positive Pay)

Medium Weight Controls
· Out-of-Wallet Challenge Questions	
· Volume Anomaly Detection (automated)	
· Time-of-Day, Day-of-Week Anomaly Detection (automated)
· Cookie-based Token	
· Dollar Amount Threshold Blocks	
· Storage of Data on “Endpoint” Encryption
· IP Blocks (black lists)	

Low Weight Controls
· Policies and Procedures for Detecting and Responding to fraud	
· 2005 Challenge Questions	
· Endpoint Owners Are Required to Destroy Accumulated NPI	
· Enhanced Customer Account Maintenance Controls	
· Manual Financial Institution Usage Approval (Business or Retail)	
· Manual Financial Institution Transaction Approval	

No Weight Control
Customer Education:  Though we did document when a particular asset would have customer awareness training associated with it, we did not give this any weight.  We believe that while customer awareness training is an essential legal and reputational risk mitigation control, and while we do acknowledge it can mitigate security risk for some customers, we usually do not have the ability to enforce best practices with our customers.  Thus, we did not give this control any weight in our residual risk calculation.


High Risk Information Assets 

Based on the process described above, we have identified the following “information assets” as being “high risk assets” from an authentication perspective.  In other words, we should focus controls development on these assets, keeping in mind that we are often dependent upon our vendors for the development of these controls:

From your Authentication Risk Assessment, copy/paste the top high risk assets below (sample provided).




Board Approval of Accepted Risk

Our strategy from this point is to take the list of identified controls to our vendors and determine what their strategy will be for these controls.  Whenever a vendor does not have controls, we will try to find controls we can put into place to lower the residual risk.  However, we anticipate that the majority of the assets listed above will always be “high risk” assets, and thus this document is seeking the Board of Director’s approval that we accept the risk inherent in these assets.  


Declaration

The above information has been prepared for and presented to the Board of Directors on Date.



_______________________________________________
Name
Information Security Officer

Access Management Program:  (and Branchless Banking)       	       Effective: xx/xx/xx  
                                                                   	       Created/Revised:  yy/yy/yy
Authentication Risk Summary	Procedure Owner:  Title Here
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For Management Team Debriefing

We want to determine if the following controls are planned by our vendors:

· Multi-Factor Authentication (true what you have and what you know)
· One Time Password
· IP Blocking (blacklisting based on geographic location, known bad IPs, etc.)
· Out-of-wallet Challenge Questions for certain transactions

The matrix in Appendix B identifies which assets we’re interested in these controls for.  (These are the controls which are highlighted in blue).

We will contact the appropriate vendor and document their response in the actual risk assessment document (an Excel spreadsheet).
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#

Asset Owner

Asset Name

Description

Vendor Name 

(or Asset 

Provider)

1

Name of Asset Owner

Business On-line Banking

E-Pay:  Add a Vendor

Name of Vendor or 

Provider

2

Name of Asset Owner

Business On-line Banking

Commercial Customer 

Interface to initiate ACH 

transactions.

Name of Vendor or 

Provider

3

Name of Asset Owner

On-line Banking

Change Password on Account

Name of Vendor or 

Provider

4

Name of Asset Owner

On-line Banking

Forgot My Password

Name of Vendor or 

Provider

5

Name of Asset Owner

Commercial Billpay

Customer interface to be able 

to initiate Billpay transactions.

Name of Vendor or 

Provider

6

Name of Asset Owner

On-line Banking

Change Username on Account

Name of Vendor or 

Provider

7

Name of Asset Owner

On-line Banking

E-Pay:  Add a Vendor

Name of Vendor or 

Provider

8

Name of Asset Owner

SMS Banking Transaction 

Functionality:  

Balance All, One-way Transfer 

within existing Customer 

Accounts.  Abbreviated history 

of last five transactions.

Name of Vendor or 

Provider

9

Name of Asset Owner

Business On-line Banking

Customer Administrator 

Change Password on Account

Name of Vendor or 

Provider

10

Name of Asset Owner

Business On-line Banking

Change Username on Account

Name of Vendor or 

Provider

11

Name of Asset Owner

On-line Banking

Change Password Initiated by 

Customer

Name of Vendor or 

Provider

12

Name of Asset Owner

ATM

Customer Interface

Name of Vendor or 

Provider

13

Name of Asset Owner

On-line Banking

Login to Account

Name of Vendor or 

Provider

14

Name of Asset Owner

Mobile Application: Billpay

Billpay to EXISTING payees

Name of Vendor or 

Provider

15

Name of Asset Owner

Mobile Web:  Billpay

Billpay to EXISTING payees

Name of Vendor or 

Provider

16

Name of Asset Owner

On-line Banking

Change E-mail Address on 

Account

Name of Vendor or 

Provider

17

Name of Asset Owner

On-line Banking

E-Pay:  Pay a bill

Name of Vendor or 

Provider

18

Name of Asset Owner

SMS Banking:  View 

Functionality

Balance Inquiries,   Threshhold 

alerts.

Name of Vendor or 

Provider


