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Sources Concerning: The Family Educational Rights and Privacy Act (FERPA)  As of 10/30/19.

DISCLAIMER:  While we attempt to assert that this document includes all information available on the ed.gov website as of the date listed above, we offer this as an aid to audit and consulting Clients, and in no way warrant this as being all-inclusive, complete, or thorough.  Please use at your own risk.  

[bookmark: _GoBack]Criteria for choosing what to include in this summary:  We tried to limit the scope of this summary to high-level guidance, and not specific guidance (often in the form of FAQs) for specific scenarios.  (With one exception:  information associated with college admissions testing was included because it seemed more general.)  There was a lot of “drill-down” guidance available; this summary includes the main headings of what can be drilled-down upon.  

Department of Education Website:

Programs:
Family Educational Rights and Privacy Act
https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html (Accessed 10/30/19)

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a Federal law that protects the privacy of student education records. The law applies to all schools that receive funds under an applicable program of the U.S. Department of Education.

FERPA gives parents certain rights with respect to their children's education records. These rights transfer to the student when he or she reaches the age of 18 or attends a school beyond the high school level. Students to whom the rights have transferred are "eligible students."

· Parents or eligible students have the right to inspect and review the student's education records maintained by the school. Schools are not required to provide copies of records unless, for reasons such as great distance, it is impossible for parents or eligible students to review the records. Schools may charge a fee for copies.

· Parents or eligible students have the right to request that a school correct records which they believe to be inaccurate or misleading. If the school decides not to amend the record, the parent or eligible student then has the right to a formal hearing. After the hearing, if the school still decides not to amend the record, the parent or eligible student has the right to place a statement with the record setting forth his or her view about the contested information.

· Generally, schools must have written permission from the parent or eligible student in order to release any information from a student's education record. However, FERPA allows schools to disclose those records, without consent, to the following parties or under the following conditions (34 CFR § 99.31): School officials with legitimate educational interest; Other schools to which a student is transferring; Specified officials for audit or evaluation purposes; Appropriate parties in connection with financial aid to a student; Organizations conducting certain studies for or on behalf of the school; Accrediting organizations; To comply with a judicial order or lawfully issued subpoena; Appropriate officials in cases of health and safety emergencies; and State and local authorities, within a juvenile justice system, pursuant to specific State law.
                                                                                                                                                                                                                                                                                                                                                             Schools may disclose, without consent, "directory" information such as a student's name, address, telephone number, date and place of birth, honors and awards, and dates of attendance. 
However, schools must tell parents and eligible students about directory information and allow parents and eligible students a reasonable amount of time to request that the school not disclose directory information about them. Schools must notify parents and eligible students annually of their rights under FERPA. The actual means of notification (special letter, inclusion in a PTA bulletin, student handbook, or newspaper article) is left to the discretion of each school.

[bookmark: _Hlk23309899]Guidance and Best Practices:
Improving the Effectiveness and Efficiency of FERPA Enforcement
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/FERPA_Enforcement_Notice_2018.pdf  (Accessed 10/30/19)

FERPA is a Federal law that protects the privacy of student education records maintained by, or on behalf of, educational agencies or institutions.4 FERPA applies to all educational agencies (e.g., school districts) and institutions (i.e., public elementary and secondary schools and postsecondary institutions) that receive funds under any program administered by the Secretary of Education.  

FERPA affords parents certain rights with respect to their children’s education records maintained by educational agencies and institutions to which FERPA applies. These include the right to inspect and review their children’s education records, to seek to have their education records amended, and to have some control over the disclosure of their education records or personally identifiable information (PII) contained therein. 

These rights transfer to the student when he or she reaches the age of 18 years or attends a postsecondary institution at any age (and then becomes an “eligible student” under FERPA). If parents or eligible students believe that their rights under FERPA have been violated, they may file a formal complaint with the Department. 

The Secretary must take appropriate actions to enforce FERPA and to investigate violations. Historically, under Subpart E of part 99, the Department has “formally” investigated all timely complaints that it receives from parents and eligible students; however, in part because the formal investigation process may involve numerous written communications and responses between the Department and the parties to the complaint, final determinations for these investigations can sometimes take months or even years to complete. In some cases, by the time the investigation has concluded, the underlying issue has long since been resolved or the student is no longer in attendance at the educational agency or institution.    

FERPA should operate effectively and efficiently to enable the resolution of complaints as quickly as possible; ideally, this should occur within a short period of time after the filing of a complaint. With that objective in mind, we have given considerable thought to OIG’s recommendations to improve implementation of the statute and regulations.   

Based on our expertise in implementing FERPA and our fair and considered judgment, informed by an in-depth examination of applicable statutory and regulatory provisions and scrutiny of the regulatory history, we have determined that Subpart E of part 99 does not require formal investigation of all complaints, but rather specifies steps to take if the Department decides formal investigation is the appropriate actionto address a complaint. Pursuant to this in-depth analysis, we have also determined that the best and most reasonable approach to improve processes consistent with law is to make a case-by-case determination for every timely complaint to determine the best mechanism for resolving the underlying situation. Sometimes, the action will be a formal investigation; for these complaints, we will investigate consistent with the regulatory provisions under Subpart E of part 99. For other complaints, consistent with the statute and applicable regulations, we will take appropriate actions such as acting as an intermediary or providing resolution assistance. We will ensure that for every timely complaint received from a parent or eligble student, the Department will take appropriate action to enforce rights and address violations. 

Complaints implicating a parent’s or eligible student’s right to access or amend the student’s education records are often the most time-sensitive from the perspective of reducing potential harm to the student, and these complaints are frequently the result of a simple misunderstanding of FERPA’s requirements. When appropriate, based on an individualized determination, the Department may address these complaints by acting as an intermediary between the educational agency or institution and the parent or eligible student, with the aim of resolving the dispute in a mutually satisfactory way.

A large number of the complaints the Department receives involve isolated incidents of inadvertent or accidental disclosures of student education records or PII contained therein.  Often, the most effective response to these complaints will involve assisting the educational agency or institution to improve its policies, practices, and security controls to help prevent future incidents.  Following an individualized evaluation and determination, the Department mayrefer these complaints to the Department’s Privacy Technical Assistance Center (PTAC).  If a complaint cannot be resolved through resolution assistance, we will determine -- on a case-by-case basis --  appropriate follow-up action.     

The Department will continue to conduct full, formal investigations where necessary and appropriate to enforce rights and resolve violations under the statute and regulations. In making these determinations, we will adopt the Office of Inspector General’s recommendation to prioritize the highest risk complaints for formal investigation based on “the severity of risk to student privacy, the number of students affected, [and] other relevant factors.”  We believe having this array of options and making case-by-case determinations based on the Department’s expertise and evaluation of individual complaints will allow for expedited processing because not every complaint would involve numerous written communications.  It will also ensure appropriate action is taken with regard to each complaint in the most efficient and effective manner.

We will also continue to conduct self-initiated investigations in the absence of a filed complaint, when we identify violations that warrant such investigation. If the Department finds that an educational agency or institution has violated FERPA, the Department will work with the educational agency or institution to bring it into compliance.  Only in those instances where an educational agency or institution is unwilling or unable to come into voluntary compliance with the law and it is otherwise appropriate will the Department withhold federal funds.




[bookmark: _Hlk23310766]Guidance and Best Practices:
Technical Assistance on Student Privacy for State and Local Educational Agencies When Administering College Admissions Examinations
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/TA%20College%20Admissions%20Examinations.pdf (Accessed 10/30/19)

Legal Analysis

Traditionally, students have independently registered with testing companies and paid to take college admissions examinations. Currently, students 13 years or older and parents can register online for these exams. This approach does not raise FERPA, IDEA, or PPRA issues because these testing companies are not acting on behalf of any educational agency or institution, nor are they maintaining any student education records collected as part of the testing process.

FERPA is a Federal law that protects the privacy of student “education records.” The law applies to all educational agencies and institutions that receive funds under any program administered by the Secretary of Education (20 U.S.C. 1232g(a)(3); 34 CFR § 99.1(a)). FERPA is implicated, whether the college admissions examinations are administered by an LEA directly, or by an LEA at the direction of an SEA, if the LEA or SEA discloses personally identifiable information (PII) from education records to the testing companies. Standard practice for the administration of these college admissions examinations by SEAs and LEAs involves the disclosure of PII from students’ education records by an SEA or LEA to the testing companies to register students for the assessment, and to generate bar codes that will be attached to any printed exam materials. PII provided for this purpose typically includes, at a minimum, the student’s name, date of birth, grade, and gender. Section 1111(i) of the ESEA provides that: “[i]nformation collected or disseminated under this section ... shall be collected and disseminated in a manner that protects the privacy of individuals consistent with [FERPA].”

Under FERPA, a parent or an eligible student generally must provide a signed and dated written consent before an educational agency or institution discloses the student’s education records or PII contained therein (20 U.S.C. 1232g(b)(1) and (b)(2); 34 CFR § 99.30). FERPA defines “education records,” subject to specific exceptions, to mean those records that are:  (1) directly related to a student, and (2) maintained by an educational agency or institution or by a party acting for the agency or institution (20 U.S.C. 1232g(a)(4)(A); 34 CFR § 99.3). FERPA requires written consent from the parent or eligible student before disclosing PII from education records, subject to certain exceptions (see 20 U.S.C. 1232g(b), (h), (i), and (j); and 34 CFR § 99.31).

There are three exceptions to consent in FERPA (and IDEA) that may apply to the disclosure of PII from students’ education records to testing companies in the context of administration of Title I assessments. It may be permissible to disclose PII from students’ education records to the testing companies under these three exceptions:
· By SEAs and LEAs under the audit and evaluation exception to consent (20 U.S.C. 1232g(b)(1)(C), (b)(3), and (b)(5); 34 CFR §§ 99.31(a)(3) and 99.35)

· By SEAs and LEAs under the studies exception to consent (20 U.S.C. 1232g(b)(1)(F); 34 CFR § 99.31(a)(6)); and

· By LEAs under the school official exception to consent (34 CFR §99.31(a)(1)).

FERPA’s audit and evaluation exception permits an LEA or SEA (in its capacity, respectively, as a local or State educational authority) to disclose, without the prior, written consent of parents or eligible students, PII from education records to a third party that it has designated as its “authorized representative” in connection with an audit or evaluation of Federal-or-State-supported education programs. 

Under this exception, the State or local educational authority is responsible for using reasonable methods to ensure, to the greatest extent practicable, that its authorized representative only uses the PII to carry out an audit or evaluation of a Federal- or State-supported education program, protects the PII from further unauthorized disclosure or use, and destroys the PII when no longer needed to perform the audit or evaluation. 

Furthermore, the educational authority must enter into a written agreement with the third party, designating the third party as the educational authority’s authorized representative and containing the following additional information required under 34 CFR § 99.35(a)(3):
· Specification of the PII from education records to be disclosed
· Description of the purpose for which the disclosure of PII is being made and how the PII will be used (e.g., to administer a Title I assessment), with sufficient specificity to make clear that the use is permissible under 34 CFR § 99.31(a)(3)
· Requirements for the authorized representative to destroy the PII when the information is no longer needed for the purpose for which it was disclosed, along with a time period in which the PII must be destroyed
· Policies and procedures for protecting the PII from further disclosure and unauthorized use (including protecting the PII from further disclosure by testing companies to any third party organization, unless the LEA or SEA authorize the testing company to redisclose the PII to the third party organization and its re-disclosure to the third party organization is otherwise permitted by FERPA.

Finally, LEAs that contract directly with the testing companies may also utilize FERPA’s school official exception to consent (20 U.S.C. 1232g(b)(1)(A); 34 CFR § 99.31(a)(1)). Under the school official exception, the testing companies to which PII contained in education records is disclosed, without the prior, written consent of parents or eligible students, must:
· Perform an institutional service or function for which the LEA would otherwise use its own employees.
· Meet the criteria set forth in the LEA’s annual notification of FERPA rights for being a school official with a legitimate educational interest in the education records.
· Be under the direct control of the LEA with regard to the use and maintenance of the PII from education records.
· Use the PII from education records only for authorized purposes and not re-disclose the PII to other parties (unless the  LEA authorizes the testing companies to re-disclose the PII to the third party organization and its re-disclosure to the third party organization is otherwise permitted by FERPA).

Under all three of these exceptions to consent, the testing companies would generally be prohibited from re-disclosing PII from students’ education records under FERPA and IDEA (including redisclosure to IHEs, scholarship organizations, and other organizations) without the prior, written consent of the parent or eligible student. 34 CFR §§ 99.31(a)(1)(i)(B)(iii); 99.31(a)(6)(iii)(A); 99.33(a); and 99.35(a)(2)(ii) and (b)(1).  

Under the FERPA regulations, prior written consent must meet the following requirements, as specified in 34 CFR § 99.30:
· The consent must be signed and dated (electronic signatures are acceptable, provided the identity of the parent or eligible student has been properly authenticated).
· The consent must specify the records to be disclosed, the party or class of parties to whom the disclosure will be made, and the purpose for the disclosure.
· The parent or eligible student must be permitted to revoke his or her consent for future disclosures.

Guidance and Best Practices:
Best Practices for Data Destruction
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Best%20Practices%20for%20Data%20Destruction%20%282019-3-26%29.pdf  (Accessed 10/30/19)

FERPA does not provide any specific requirements for educational agencies and institutions regarding disposition or destruction of the data they collect or maintain themselves, other than requiring them to safeguard FERPA-protected data from unauthorized disclosure, and not to destroy any education records if there is an outstanding request to inspect or review them. When educational agencies and institutions disclose (or “share”) PII from education records with third parties under an applicable exception to FERPA’s written consent requirement, however, additional legal requirements regarding destruction of that PII may apply. 

Under the “school official” exception, FERPA requires that the school or district maintain direct control over the authorized recipient’s maintenance and use of the PII from education records, and that the recipient protect the PII from further or unauthorized disclosure. While these general requirements for protection of and direct control over the maintenance of the PII imply adequate destruction of t hat PII when no longer needed, FERPA’s school official exception leaves it to the educational agency or institution to establish specific terms for the protection of and direct control over the maintenance of the PII from education records (including its eventual destruction). 

Two commonly used exceptions to FERPA’s written consent requirement provide more specificity regarding data destruction. FERPA’s “studies” and “audit or evaluation” exceptions require the disclosing agency or institution to enter into a written agreement with the third party receiving the PII from education records. 

Under these exceptions, the agreement must (among other things) specify that the PII must be destroyed when no longer needed for the specific purpose for which it was disclosed and a time period for that destruction. While FERPA does not provide any technical standards for destruction, the audit or evaluation exception does require that the disclosing entity use “reasonable methods” to ensure that the PII from education records is properly protected by the recipient. (For more information on these two exceptions, the other requirements for written agreements, or additional guidance on what constitutes “reasonable methods,” visit the PTAC website at https://studentprivacy.ed.gov).

While FERPA is silent on specific technical requirements governing data destruction, methods discussed in this document should be viewed as best practice recommendations for educational agencies and institutions to consider adopting when establishing record retention and data governance policies to follow internally, and also for inclusion in any written agreements and contracts they make with third parties to whom they are disclosing PII . 

It should also be noted that while FERPA does not require that particular methods of data destruction be used, other applicable Federal, State, or local privacy laws and regulations may require specific secure data disposal methods. When creating data sharing agreements, check with your legal counsel to fully understand what requirements apply and how to proceed. 

Depending on the type of data involved and the context in which the data are being used, there may be a number of specific requirements with which educational agencies and institutions must comply. For example, Part B of the Individuals with Disabilities Education Act (IDEA) requires public agencies to inform a student’s parents when any PII collected, maintained, or used thereunder is no longer needed to provide educational services to the child. 

Subsequently, the information must be destroyed at the request of the parents (though a permanent record of a student's name, address, and phone number, his or her grades, attendance record, classes attended, grade level completed, and year completed may be maintained without time limitation. 34 CFR § 300.624(a) and (b)  ).  Part B of the IDEA defines the term “destruction” as the “physical destruction or removal of personal identifiers from information so that the information is no longer personally identifiable.”
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