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Sources Concerning: The Family Educational Rights and Privacy Act (FERPA) and Incident Response  As of 11/5/19.
DISCLAIMER:  While we attempt to assert that this document includes all information available on the ed.gov website as of the date listed above, we offer this as an aid to audit and consulting Clients, and in no way warrant this as being all-inclusive, complete, or thorough.  Please use at your own risk. 
Department of Education Website:
Resources:
Data Breach Response Checklist
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/checklist_data_breach_response_092012_0.pdf (Accessed 11/5/19)
[bookmark: _Hlk23938287]Educational organizations have a legal and ethical responsibility to protect the privacy and security of education data, including PII. The Family Educational Rights and Privacy Act (FERPA) protects PII from education records regardless of whether student records are paper or electronic; 
Educational agencies and institutions at all levels should implement privacy and security best practices targeted to their unique concerns and data systems. Establishing and implementing a clear data breach response plan outlining organizational policies and procedures for addressing a potential breach is an essential step in protecting the privacy of student data.  [the FERPA incident response checklist] . . . provides educational agencies and institutions with a checklist of critical breach response components and steps to assist them in building a comprehensive data breach response capability.
In some cases, an organization may discover that control over PII, medical information, or other sensitive information has been lost for an unspecified period of time, but there is no evidence that data have been compromised. In such an instance, unless applicable federal, State, or local data breach notification laws would define this as constituting a breach, it would be up to the organization to determine whether to treat the incident as a full-scale breach or as inadequate security practice requiring immediate correction.
. . . we encourage organizations to conduct their own risk assessment to identify potential threats to their data systems and to sensitive student information. To ensure effective and consistent incident response, we recommend building your response strategy around the following core components:
[bookmark: _Hlk23938808][bookmark: _Hlk23940770]Policy: Each educational organization should create a data breach response policy, approved by the organization’s leadership, that is germane to its environment.  . . . to establish goals and vision for the breach response process. Policy should have a clearly defined scope (to whom it applies and under what circumstances), and it should include the definition of a breach, staff roles and responsibilities, standards and metrics (e.g., to enable prioritization of the incidents), as well as reporting, remediation, and feedback mechanisms. The policy should be well publicized and made easily available to all personnel whose duties involve data privacy and security protection.
Plan: A data breach response plan is a high-level strategy for implementing the data breach policy. Individual elements of the plan should cover all phases of the incident response, from reporting the breach and the initial response activities to strategies for notification of affected parties, to breach response review and remediation process. The plan should identify the necessary organizational resources and required management support, such as senior management approval. It is important that the plan is highly tailored to your organization’s unique context and is in alignment with your organization’s overall mission and goals.
Procedure: Procedures are derived from the breach response plan and codify specific tasks, actions, and activities that are a part of the data breach response effort. Procedures are designed to standardize behavior to ensure that response activities are handled in an efficient, documented, and repeatable way, while minimizing the introduction of errors. Breach response procedures should be periodically reviewed and tested in conjunction with other business continuity and disaster recovery procedures to test their effectiveness and identify areas for improvement.     
Before the Breach:
Addressing these items prior to a data breach incident will help educational agencies and institutions to efficiently and quickly detect and mitigate data breaches. 
Establish and implement a written data breach response policy. The key steps involve:
• Incorporating applicable breach notification legal requirements;
• Addressing data breach response strategy, goals, and requirements;
• Specifying incident handling procedures, strategy for deciding on the course of action in a given situation, and procedures for communicating with organizational leadership and outside parties/law enforcement;
• Establishing employee expectations in conjunction with Human Resources (HR) policy and/or employee agreements;
• Identifying the incident response team;
• Conducting regular reviews of the policy to include any necessary improvements and ensure that it reflects up-to-date federal, State, and local requirements;
• Identifying a team manager who will be in charge of the incident response (with at least one other person designated to assume authority in the absence of the manager); and
• Assigning and establishing team roles and responsibilities, along with specifying access credentials.
Review your information system(s) and data and identify where PII and other sensitive information resides. This can be done by:
• Documenting what PII and other sensitive information is maintained by your organization, where it is stored (including backup storage and archived data), and how it is kept secure;
• Conducting regular risk assessments and evaluating privacy threats for your organization, as well as any contractors, vendors, and other business partners;
• Reviewing who is approved for access to PII and/or other sensitive information and checking user activity status to determine which accounts should be deactivated after a predetermined period of inactivity;
• Reviewing separation of duties to help ensure integrity of security checks and balances;
• Implementing mitigation controls designed to prevent and detect unauthorized access, theft, or misuse of PII and/or other sensitive data
• Implementing security controls, such as encryption of sensitive data in motion and at rest (where feasible); and
• Regularly reviewing and keeping up-to-date your data destruction policies, to minimize the risk of data breaches through unauthorized access to archived media or computers that are no longer in use.

Continuously monitor for PII and other sensitive data leakage and loss. This includes:
• Employing automated tools, like Intrusion Detection/Prevention Systems, next generation firewalls, and anti-virus and anti-malware tools, to monitor and alert about suspicious or anomalous activity;
• Using Data Loss Prevention solutions to track the movement and use of information within your system, to detect and prevent the unintentional disclosure of PII and/or other sensitive data, for both data at rest and data in motion;
• Conducting regular searches of the information system and physical storage areas to identify PII that may be outside of approved areas (e.g., scan your network for policy violations or occasionally police open areas for PII left unattended on desks);
• Conducting internet searches to locate (and, whenever possible, remove) information that is already in the public domain or visible to the public; and
• Periodically testing and checking privacy and information security controls (e.g., through the use of “real-life” exercises) to validate their effectiveness as part of a risk management program.
Conduct frequent privacy and security awareness trainings as part of an on-going training and awareness program. This includes:
• Providing mandatory privacy and information security training on a recurring basis to all employees, school officials, contractors, and any other staff involved in data-related activities;
• Posting and communicating privacy policies to customers and users (for instance, on the agency web page or on a bulletin board at the office, through statements inserted in documents or emails, etc.); and
• Clearly defining and making easily accessible processes for reporting privacy incidents and complaints (depending on the nature of the event, this may include reporting to the authorities, public, and/or individuals affected).


Responding to the Breach:
Validate the data breach:
• Do not assume that every identified incident is actually a breach of PII.
• Examine the initial information and available logs to confirm that a breach has occurred.
• If possible, identify the type of information disclosed and estimate the method of disclosure (internal/external disclosure, malicious attack, or accidental).
Once a breach has been validated, immediately assign an incident manager to be responsible for the investigation:
• Assign a senior level manager, such as the Chief Information Security Officer or an individual at an equivalent director level position, to serve as an incident manager to coordinate multiple organizational units and the overall incident response. (Typically, the team manager is the incident manager; alternatively, the team manager assigns another individual to lead the response activities.)
• Begin breach response documentation and reporting process.
• Coordinate the flow of information and manage public message about the breach.
Assemble incident response team:
• Include representatives from management, information technology, legal, public affairs/ media relations, risk management, finance, and audit departments (and possibly HR, for internal incidents) in the incident response team.
• Immediately determine the status of the breach (on-going, active, or post breach).
• If the breach is active or on-going, take action to prevent further data loss by securing and blocking unauthorized access to systems/data and preserve evidence for investigation.
• Document all mitigation efforts for later analysis.
• Advise staff who are informed of the breach to keep breach details in confidence until notified otherwise.
Determine the scope and composition of the breach:
• If criminal activity is suspected, notify law enforcement and follow any applicable federal, State, or local legal requirements relating to the notification of law enforcement. (The decision to involve outside entities, including law enforcement, should generally be made in consultation with executive leadership and legal counsel.)
• Identify all affected data, machines, and devices.
• Conduct interviews with key personnel and document facts (if criminal activity is suspected, coordinate these interviews with law enforcement).
• When possible, preserve evidence (backups, images, hardware, etc.) for later forensic examination. Some best practices for the collection and handling of digital evidence can be found in the Resources section below.
• Locate, obtain, and preserve (when possible) all written and electronic logs and records applicable to the breach for examination.
Notify the data owners:
• Reach out to data owners as soon as possible to notify them about the breach.
• Foster a cooperative relationship between the incident response team and data owners.
• Work collaboratively with data owners to secure sensitive data, mitigate the damage that may arise from the breach, and determine the root cause(s) of the breach to devise mitigating strategies and prevent future occurrences.
Consider notifying FPCO and seeking technical assistance from PTAC: 
[bookmark: _Hlk23940883]• Consider notifying Family Policy Compliance Office (FPCO) about the breach. (FERPA does not require that you notify FPCO of the breach; however, the U.S. Department of Education considers it a best practice. While FPCO has the discretion under 34 CFR §99.64(b) to conduct its own investigation of a breach, it will take into consideration an effort to proactively come into compliance demonstrated by voluntarily notifying FPCO about the breach.) FPCO can assist educational agencies and institutions by helping to determine the potential for harm resulting from the release of the information; and assisting with coming into compliance with FERPA.
[bookmark: _GoBack]• After notifying data owners about the breach, consider seeking technical assistance from PTAC for informal help with security and breach prevention. PTAC can assist educational agencies and institutions by providing real-word advice and best practices for responding to privacy and security incidents, notification, and data recovery; assisting technical staff in conducting investigation and fact-finding activities; and helping organizational decision-makers with developing a strategy for incident mitigation and data recovery.
Determine whether to notify the authorities/law enforcement (situation dependent):
• Consult your legal counsel to examine any applicable federal, State, and local breach reporting requirements to determine which additional authorities or entities must be notified in order to satisfy compliance requirements.
• Seek involvement of law enforcement when there is a reason to believe that a crime has been committed or to maintain compliance with federal, State, or local legal requirements for breach notification.
• In concert with executive leadership and legal counsel, designate a single organizational representative (typically incident manager) authorized to initiate and/or communicate breach details to any party, including law enforcement.
Decide how to investigate the data breach to ensure that the investigative evidence is appropriately handled and preserved: 
• Decide in advance whether you will investigate a potential breach using in-house resources or an outside service provider.
• Seek advice from your legal counsel on the approved methods for protecting digital evidence, so that you are prepared and are able to properly preserve and document all evidence to ensure it can be used in a court of law, if necessary. This requires detailed recording and following proper collection, handling, storage, custody documentation, and destruction procedures (if applicable).
• If law enforcement is involved, collaborate with them to help ensure that in-house investigations do not interfere with law enforcement activities.
• Once investigative activities have been completed, safely store, record, and/or destroy (where appropriate) all evidence.
• Consider all alternatives to replacing or clearing compromised resources and machines, including the cost of remediation or rebuilding of the assets to an acceptable security level.
Determine whether notification of affected individuals is appropriate and, if so, when and how to provide such notification:
• Determine whether notification is warranted and when it should be made. Executive leadership at the senior technical and/or administrative level, in coordination with legal counsel, is the authority that should generally make this decision (for instance, at a postsecondary institution, Chief Information Officer or delegate, in consultation with the General Counsel’s Office, may have the right to exert such authority).
• Notify affected individuals whose sensitive information, including PII, has been compromised, as required by applicable federal, State, and local laws.
• Provide notification in a straightforward and honest manner; avoid evasive or incomplete notifications.
• If the breach represents a threat to affected individuals’ identity security, consider providing credit monitoring or identity theft protection services to mitigate the risk of negative consequences for those affected.
• Make every attempt to avoid news of the breach reaching the media before you notify affected individuals.
• Work closely with public affairs or media relations staff to craft the appropriate media notification (mailings, emails, phone calls, etc.).
Collect and review any breach response documentation and analyses reports:
• Assess the data breach to determine the probable cause(s) and minimize the risk of future occurrence.
• Address and/or mitigate the cause(s) of the data breach.
• Solicit feedback from the responders and any affected entities.
• Review breach response activities and feedback from involved parties to determine response effectiveness.
• Make necessary modifications to your breach response strategy to improve the response process.
• Enhance and modify your information security and training programs, which includes developing countermeasures to mitigate and remediate pervious breaches; lessons learned must be integrated so that past breaches do not reoccur.
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