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[bookmark: _Hlk16959003]Boilerplate
Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· INDEMNIFICATION: All boilerplates, starting points, templates, kits, etc. provided by or sold by infotex are considered “as-is” and do not come with any warranty whatsoever.  These documents are a collection of ideas on how policies, procedures, and/or guidelines COULD be written.  Actual language used in your policies, procedures, and/or guidelines should be reviewed by professionals prior to considering the language compliant with any laws, regulations, or best practices.  Language in boilerplates is intended as a starting point and/or as example language only.  This boilerplate could be out of date, noncompliant with law or regulation, or not conforming to the latest best practice.  By using this boilerplate, you agree to indemnify infotex against any harm that could possibly result from such use, including harm resulting from omission, outdated language, or even negligence.  
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· When you use this boilerplate you also agree to be added to certain mailing lists maintained by infotex unless you have otherwise instructed us.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document.  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other infotex template with other financial institutions or third parties not auditing you, including MSSPs, consulting firms, or other non-financial institutions.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
· All areas needing customization and/or consideration are in red.    
· Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
· Sections in green are examples.
· Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.
· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you.

[bookmark: _Hlk11896110]© Copyright 2000 - 2019 infotex, Inc.  All rights reserved.

NOTES ABOUT THIS TEMPLATE:


· This is policy language that we suggest you insert into an already existing board-level policy.
· It is meant to simplify the change management process and focus it on review meetings that can be held at several different levels.
· It leverages a Change Management Spreadsheet.  If you do not have the boilerplate and example spreadsheets then please contact help@infotex.com.
· [bookmark: _GoBack]Likewise, if you want to implement a more complex change management system that has its own stand-alone documents, contact help@infotex.com



Iterations:

Original Iteration:  August 2019









(This cover page is probably not necessary, given we  are suggesting you insert this language into an existing policy.  Unless you want a standalone policy.  In this case, there are other more complex boilerplates you can use.)



Insert Financial Institution Name / Logo

Change Management Policy
(Approved During xx/yy/zz Board of Directors Meeting)


Classified:  Confidential Information
Contact if found:  Name, Title
Name of Financial Institution
City, State

 
Change Management

Management will utilize an all-encompassing Change Management Spreadsheet (CMS) to track all change.  The CMS will distinguish between regular duties, objectives (tactics), and compliance objectives.  This spreadsheet will be the agenda of a [Weekly/Biweekly/Monthly] meeting of the [Steering Committee/Change Management Team/Technology Recovery Team].  It will also be used to track which other meetings (such as the Audit Committee, Risk Management Committee, Technology Recovery Team, Incident Response Team, Board of Directors) should be informed about the particular task.

The CMS will track deadlines, completion dates, accountability, priorities, and “next review dates” for all objectives as well as regular duties longer than one month in period.

It will also be synced with other task tracking processes such as audit tracking, risk assessment action items, post-mortem review action items, etc.

Finally, as a part of technology planning, the annual Tactical Plan will be entered into the CMS.

Then, during the [Weekly/Biweekly/Monthly] meeting of the [Steering Committee/Change Management Team/Technology Recovery Team], a “goals review” process will be applied to all tasks in the CMS that are assigned to the particular meeting agenda.  The goals review process will ensure appropriate collection, coordination, prioritization, and crystallization of regular duties, objectives, and other goals.

Note that by “crystallization,” this policy means that the team will assign deadlines to all objectives, as well as target months for all regular duties, ensure regular duties hold appropriate priority, identify the tasks that will NOT be achieved by the assigned deadline, and communicate appropriately.  All employees are empowered to tell the team when they cannot achieve a task.



Concluding Sections
The following sections may or may not apply to your institution, depending upon your own policy/procedure development protocols.  However, we do strongly urge you to include the distribution list, policy owner, and policy reviewers section for your convenience and to ensure appropriate review and training.  Please remove this section.

Review

This policy will be reviewed annually to ensure that it is kept current to existing technology and knowledge about Information Security.  Meanwhile, tools (such as the IDS system, the signatures used, documentation, reports, logs, etc.) will be reviewed quarterly to ensure appropriateness and that they are working properly.

Reporting to the Board

The Internal Auditor will report to the Board on an annual basis that the all policies listed above have been reviewed for completion, enforcement, and training.  Specifically, this report will indicate that all policies listed above have been updated.  The report will list deficiencies related to enforcement of the policies and procedures above, as well as indicate the level of training provided to members of the various teams affected by the policies and procedures listed above.

The Board of Directors will also receive summary reports of examinations, audits, and other assessments of the risk inherent in information security as they are required.

Status Reporting

The Information Security Officer must report to the Board of Directors on an annual basis the status and enforcement of the Risk Management Policy, Information Security Strategy, and other Board-level policies.
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The Information Security Officer is responsible for creating and executing a due diligence process to ensure that this policy is being enforced.  All other employees will be required to funnel materials gathered as a part of this policy to the Information Security Officer for processing.  The Information Security Officer will also be responsible for gathering annual documentation as required by this policy, and working with the Internal Auditor to ensure policy enforcement. 

Noncompliance

Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; termination of employment relations in the case of contractors or consultants; or dismissal for interns.  Additionally, individuals are subject to loss of financial institution information resources access privileges, and civil and/or criminal prosecution.

Note:  This section can be removed if the financial institution is not subject to CobiT compliance.


Storage of Policies and Procedures

The Information Security Officer is responsible for maintaining current copies of all information security related policies and procedures.  These will be stored [state method and location] and an electronic copy will be stored off-site [state location].  The electronic copy will be updated annually (in December) as well as on an as-needed basis any time there is a major revision of a particular policy or procedure.


Policy Training

The policy owner and members of the [IT Steering Committee / IS Steering Committee / IT Governance Committee / Audit Committee / EDP Committee] must review this policy and its procedures annually and hold discussions to ensure that everybody understands the provisions of this policy, as well as the implications upon their job description responsibilities.  


Distribution List

The following positions will receive this policy and any changes to this policy:  
· Board of Directors
· [IT Steering Committee / IS Steering Committee / IT Governance Committee / Audit Committee / EDP Committee]
· CIRT


[bookmark: _Toc126896021]Policy Owner

· Title Here


[bookmark: _Toc126896023][bookmark: _Toc128189466]Policy Reviewers

· Titles Here




Revision History
Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer


