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[bookmark: _Hlk16959003]Boilerplate
Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· [bookmark: _GoBack]INDEMNIFICATION: All boilerplates, starting points, templates, kits, etc. provided by or sold by infotex are considered “as-is” and do not come with any warranty whatsoever.  These documents are a collection of ideas on how policies, procedures, and/or guidelines COULD be written.  Actual language used in your policies, procedures, and/or guidelines should be reviewed by professionals prior to considering the language compliant with any laws, regulations, or best practices.  Language in boilerplates is intended as a starting point and/or as example language only.  This boilerplate could be out of date, noncompliant with law or regulation, or not conforming to the latest best practice.  By using this boilerplate, you agree to indemnify infotex against any harm that could possibly result from such use, including harm resulting from omission, outdated language, or even negligence.  
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· When you use this boilerplate you also agree to be added to certain mailing lists maintained by infotex unless you have otherwise instructed us.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document.  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other infotex template with other financial institutions or third parties not auditing you, including MSSPs, consulting firms, or other non-financial institutions.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
· All areas needing customization and/or consideration are in red.    
· Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
· Sections in green are examples.
· Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.
· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you.
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NOTES ABOUT THIS TEMPLATE:

This is a template listing all the duties we believe should be in an Information Security Officer's job description. However, know that in many small institutions these duties are spread between more than one person. This template thus makes a good checklist to ensure all duties are being addressed.

Example regular duties have been added to the back of the boilerplate.

Since this is a job description and not a policy or procedure, the normal policy sections (introduction, scope, authority, policy owner, etc.) are not included.  However, we did include provisions for a distribution list and a revision history.

We recommend this document be distributed to all “management team members” who would undergo management awareness training.



Iterations and Revision History:

Original Iteration:  May 2004

Updates:  October 2004, October 2005, March 2007, May 2008, October 2008, December 2009, October 2010, October 2011, October 2012, June 2013, December 2015, December 2017, October 2018

Last Iteration:  September, 2019












Insert Financial Institution Name / Logo

Information Security Officer Job Description
(Approved During xx/yy/zz [IT Steering /Technology] Committee Meeting)



Classified:  Confidential Information
Contact if found:  Name, Title
Name of Financial Institution
City, State






Assignment of Information Security Officer
Information security is the responsibility of everyone at Name of Financial Institution, as well as Name of Financial Institution’s service providers and contractors.  The Board, management, and employees all have different roles in developing and implementing an effective security process.  Accordingly, Senior Management has designated <Name of ISO> to be the leader and coordinator of that effort, in the role of Information Security Officer.  

Assigned Security Responsibility
The designated Information Security Officer should have sufficient knowledge, background, and training, as well as an organizational position, to enable him/her to perform all assigned tasks.  Above all others, the Information Security Officer’s primary mission is to measure and escalate risk acceptance decisions to the Board of Directors.  The process required to effectively achieve this mission includes the effort to manage risk that arises from information, technology, and information technology.  In particular, the Information Security Officer’s goals are to protect the availability, confidentiality and integrity of information; mitigate reputational, legal, and compliance risk; and maintain the technical mechanisms of legitimate access to it.  Finally, and most importantly, the Information Security Officer must provide an annual report directly to the board that escalates risk acceptance decisions so that the board can accept risk.  To achieve these goals, the Information Security Officer’s responsibilities are documented.

Job Responsibilities
The Information Security Officer will::
· Escalate Risk Acceptance Decisions to the Board of Directors.
· Oversee the production of the Annual GLBA Risk Assessment (and/or Risk Analysis);
· Conduct all other technology related risk assessments, including asset and threat based risk assessments, drill-down risk assessments, an annual cybersecurity assessment, vendor risk assessments, and the risk assessing necessary to coordinate with the institution’s annual Enterprise Risk Assessment;
· Present the Annual Report to the Board of Directors as well as as-needed presentations to the board including presentation of vendor risk, test results (audit, incident response, business continuity), results of drill-down risk assessments, and presentation of policies to be approved by the Board of Directories;
· Oversee Technology Audit Planning based on the results of the Risk Assessment
· Oversee the management and maintenance of the [Information Security Program / IT Governance Program], including the development and documentation of policies, procedures, and standards instituted by Name of Financial Institution;
· Ensure that all appropriate personnel receive all applicable Information Security Policies and Procedures as defined in the “distribution list” for each policy and procedure;
· Implementation, enforcement, monitoring of the resulting policies, procedures, and standards;
· Monitor compliance with Name of Financial Institution’s information security policies and procedures among employees, contractors, alliances, and other third parties, and refer problems to appropriate department managers or administrators;
· Initiate, facilitate, and promote activities to foster information security awareness within the organization;
· Provide periodic awareness messaging and training to all levels (Board, Management Team, Technical Team, User, Vendor, and Customer)
· Maintain an inventory of all Information Technology Assets.
· Manage the appropriate authorization of access to Information Assets on a “need-to-know” basis.
· Monitor internal control systems to ensure that appropriate information access levels and security clearances are maintained;
· [Coordinate / Work with the Business Continuity Team Chair to ensure] an appropriate response to availability risk;
· Coordinate and train the Incident Response Team, and hold meetings according to the Incident Response Policy; 
· Respond to negative technology and/or information security events by ordering emergency actions to protect Name of Financial Institution and its customers from an imminent loss of information or value;
· Decide when it is appropriate to notify customers of a breach of information security.
· Ensure appropriate periodic testing of the Business Continuity and Incident Response Plans and provide results of such tests to the Board of Directors.
· Ensure appropriate “post-mortem review” activities for all disasters and security incidents.
· Monitor advancements in information security technologies;
· Monitor changes in legislation and accreditation standards that affect information security.
· Review all system-related information security plans throughout Name of Financial Institution’s network; and;
· Be the lead contact during technology-related audits and examinations.
· Maintain relationships with appropriate third parties (academia, associations, law enforcement, audit firms, regulators) and keep track of effective resources for training and response.
· Coordinate the vendor management process.

The Information Security Officer will serve as:
· An internal information security consultant to Name of Financial Institution;
· The information security liaison for all information system users;
· The internal auditor for information security processes;
· A coordinator and project manager for the information security-related duties of [Information / Data / Application] Owners, CIRT members, Internal Auditor, and other individuals involved in the Information Security Program; and,
· Liaison to the Information Systems Department.

Qualifications
The Information Security Officer must have [5] years experience in information security and a [Bachelors/Masters/Doctorate] degree in a related field.  Candidates with certifications in information security such as CISM, Security Plus, A+ Security, SSCA, CISSP, or CISA will be considered first.  Other technology-related certifications such as MCSE, MCP, CCNE, etc. would also be helpful but are not as important as information security related certifications.

A successful Information Security Officer will be a person who can work with several different department heads, manage multiple priorities, understand technology and information security best practices, have a working knowledge of policy development methods, regulations related to information security, and compliance practices as they relate to Name of Financial Institution.


Regular Duties
Document regular duties based on the Information Security Program Calendar, CMS, or other controlling document here.

Every 18 Months

· Examination:  RFI, On-site, Management Response

Annual

· Annual Information Security Report to the Board
· Audit:  Risk Assessment, Kickoff, On-site, Management Response
· GLBA Risk Assessment
· Vendor Risk Report
· Annual Tests
· Incident Response Tabletop Test
· Business Continuity Tabletop Test
· Core Processor Failover Test
· Network Failover Test
· Server Failover (and Restore) Test
· Generator Test
· Audit
· Procedure Updates (see CMS)
· Training and Certifications
· Report CPE for certifications
· User Awareness Training
· IBA Security Conference
· At least one non-banking conference
· Attend the Infotex Jam
· Policy Updates
· Information Security Program
· Acceptable Use Policy
· Business Continuity Policy
· Incident Response Policy
· Vendor Management Policy

Quarterly

· Check Vendor Due Diligence Progress
· Check MBSA Scans
· Manual Password Changes
· Check on the Manual VM Full Backups
· Review Quarterly MSSP Report – present executive summary to Incident Response Team
· Manual Offsite Backup Drive Procedure Report from Network Administrator
· Review Incident Response Documentation Worksheet (close incidents)
· Test Core Patches
Bi-Monthly

· Board Meeting, Board Meeting Agenda, Minutes for the Board Meeting
· Audit Tracking Spreadsheet with internal auditor
· Confirm Secure Messaging Email Routing
· Review Abandoned calls report in vPBX
· Perimeter, Internal, Sensors, and Web Application Vulnerability Scans

Monthly

· Report on Weekly Nessus Scans
· Incident Response Team Meeting
· IT Steering Committee Meeting
· Check and Participate in Microsoft and Third-party Patch Testing
· Monthly Security Awareness Reminder or Exercise
· Backup system test
· UPS test

Weekly

· Change Management Meeting (from the CMS)
· Nessus Scans
· Review incoming FS-ISAC Messages
· Read Bryan Krebs, Bruce Schneier, Dan’s New Leaf

Daily

· Email inbox empty
· Check for confirmation on MSSP Daily Report
· Respond to phone calls
· Awareness by Walking Around

As-needed

· Incident Response, Business Continuity, Access Management
· Conduct internal testing (clean desktop walkthrough, pretext calls, etc.)
· Drill-down Risk Assessments (for new policies procedures etc.)
· Vendor Risk Analysis (for new vendors)
· FFIEC.gov press releases, FDIC press releases



Other Information


Internal Committees, Teams:
Incident Response Team (Chair), Business Continuity Team, Technology Recovery Team, IT Steering Committee

External Committees, Teams
Illinois Bankers League Technology Committee
FS-ISAC Regional Steering Committee

Minimum Certifications
CISM

Current Certifications	
CISA, CISSP, MSCA


Distribution List

The following positions will receive this policy and any changes to this policy:  
· Information Security Officer
· Network Administrator
· Chief Information Officer | VP of IT | IT Director
· Human Resources Director
· Board of Directors
· Management Team
· List other individuals.  Consider establishing an e-mail alias corresponding to the individuals.

Revision History
Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer
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