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Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· INDEMNIFICATION: All boilerplates, starting points, templates, kits, etc. provided by or sold by infotex are considered “as-is” and do not come with any warranty whatsoever.  These documents are a collection of ideas on how policies, procedures, and/or guidelines COULD be written.  Actual language used in your policies, procedures, and/or guidelines should be reviewed by professionals prior to considering the language compliant with any laws, regulations, or best practices.  Language in boilerplates is intended as a starting point and/or as example language only.  This boilerplate could be out of date, noncompliant with law or regulation, or not conforming to the latest best practice.  By using this boilerplate, you agree to indemnify infotex against any harm that could possibly result from such use, including harm resulting from omission, outdated language, or even negligence.  More information at my.infotex.com/terms-and-conditions.
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· When you use this boilerplate you also agree to be added to certain mailing lists maintained by infotex unless you have otherwise instructed us.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document. These boilerplates are mere starting points that must be customized to your unique situation.  A cybersecurity professional should audit your customized iteration before considering it "sufficient.”  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other infotex template with other financial institutions or third parties not auditing you, including MSSPs, consulting firms, or other non-financial institutions.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
· All areas needing customization and/or consideration are in red.    
· Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
· Sections in green are examples.
· Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.

· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you. For more information visit tour.infotex.com to view movies of past webinars to help you fill out your boilerplates and create a cybersecurity program!
© Copyright infotex, Inc.  All rights reserved.
About This Program:
· Remote Access could be governed from either the Awareness Training or the Access Management programs.
· There are two types of remote access:  
· Permanent remote access provided to employees based on business case.  (Remote Access Procedure)
· Temporary remote access provided to employees during disasters.  (Working From Home Procedure)
· Authorization:  The Remote Access Policy establishes how employees become authorized to remotely access the network.
· While the Working From Home Procedure is in Access Management, it is triggered by the declaration of a disaster, governed by the Business Continuity Policy.
· The Policy requires procedures to get agreements from authorized employees to follow the Acceptable Use Policy, Mobile Security Policy while using endpoints that access the network remotely, and of course to follow the Remote Access or Working From Home procedure.  The agreement also gives the Financial Institution permission to scan the endpoint, and monitor all activity on the endpoint, including personal activity that may be inadvertently monitored.
· The Vulnerability Management Procedure will include methods for ensuring that endpoints are scanned and monitored.
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Iterations and Revision History:
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Updates:  October 2006, March 2009, July 2010, April 2011, November 2011, June 2012, August 2016, July 2017

Latest Iteration:  April 2020
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Purpose

The purpose of the remote access policy is to establish guidelines and standards for connecting to Financial Institution’s network from any host.  These standards are designed to minimize the potential exposure to the bank from damages which may result from unauthorized use of the bank’s resources.  Damages include, but not limited to the loss of sensitive or confidential data, damage to public image and damage to critical internal systems.

Responsibilities

This policy has been approved by the Board of Directors with the implementation delegated to senior management.

Scope

This policy applies to all Financial Institution employees, contractors, vendors, and agents with a personally owned computer used to connect to the bank’s network.  This policy applies to remote access connections used to do work on behalf of Financial Institution, particularly VPN connections.

General 

It is the responsibility of Financial Institution employees with remote access privileges to the bank’s network to ensure that their remote access connection is given the same consideration as the user’s on-site connection.  The employee should take care that their usage does not violate any bank policies, does not perform illegal activities, and does not use the access for outside business interests.  The Financial Institution employee bears full responsibility for the consequences should the access be misused.   Due to the sensitivity of information, employees must be aware of people who can see the computer monitors when accessing remotely.  The employee should also log off the computer if they will be away from their computer for any length of time.  This policy is enforced through the Remote Access Procedure and Working From Home Procedure.  These procedures will address system controls (i.e. Multifactor Authentication and endpoint controls (i.e. remote scanning).

Approval Process

Remote access will be authorized based on business need.  Any remote access to the Financial Institution network must be reviewed and approved by a member of the bank’s senior management only.  During disasters, remote access will be granted based on criteria developed by the Business Continuity Team.  All employees by default will have account settings set to deny remote access.  Only upon approval will the account settings be changed to allow remote access.  In addition, the Information Security Officer will regularly review remote access approvals and rescind those that no longer have a compelling business justification.

Remote Computer Requirements

An anti-virus product is required to be operating on the remote computer at all times in real time protection mode.  The anti-virus library definitions shall be updated at least once per day.  Full hard drive anti-virus scans shall be done a minimum of once per week.  The connection will be an SSL VPN with an authentication certificate installed on the remote computer.  The connection shall be encrypted the VPN shall require a password for authentication as well as a one-time passcode as a second authentication factor.  Once the connection is established, the employee shall use their Microsoft Windows domain password.  The Remote Access Procedure and the Working From Home Procedure will articulate minimum requirements of the endpoint devices that will be accessing the network.

Concluding Sections

The following sections may or may not apply to your institution, depending upon your own policy/procedure development protocols.  However, we do strongly urge you to include the distribution list, policy owner, and policy reviewers section for your convenience and to ensure appropriate review and training.  Please remove this section.

Review

This policy will be reviewed annually to ensure that it is kept current to existing technology and knowledge about Information Security.  

Reporting to the Board

The Internal Auditor will report to the Board on an annual basis that the all procedures listed above have been reviewed for completion, enforcement, and training.  Specifically, this report will indicate that all procedures listed above have been updated.  The report will list deficiencies related to enforcement of the policies and procedures above, as well as indicate the level of training provided to members of the various teams affected by the policies and procedures listed above.

The Board of Directors will also receive summary reports of examinations, audits, and other assessments of the risk inherent in information security as they are required.

Status Reporting

The Compliance Officer will ensure that this policy has been followed during ongoing auditing practices and will report to the Audit Committee annually that this policy has been followed.  The Audit Committee will then report this to the Board of Directors.

Due Diligence

The Information Security Officer / Compliance Officer is responsible for creating and executing a due diligence process to ensure that this policy is being followed.  All other workforce members will be required to funnel materials gathered as a part of this policy to the Information Security Officer for processing.  The Information Security Officer will also be responsible for gathering annual documentation as required by this policy, and working with the Internal Auditor / Compliance Officer to ensure the policy is being followed.

Noncompliance

Violation of this policy may result in disciplinary action that may include termination for employees and temporaries; termination of employment relations in the case of contractors or consultants; or dismissal for interns.  Additionally, individuals are subject to loss of financial institution information resources access privileges, and civil and/or criminal prosecution.

Note:  This section can be removed if the financial institution is not subject to COBIT compliance.


[bookmark: _Hlk38258004]Storage of Policies and Procedures

The Information Security Officer is responsible for maintaining current copies of all information security related policies and procedures.  These will be stored [state method and location] and an electronic copy will be stored off-site [state location].  The electronic copy will be updated annually (in December) as well as on an as-needed basis any time there is a major revision of a particular policy or procedure.

Policy Training

The Information Security Officer, Network Administrator, and Senior Management will review this policy annually and hold training to ensure that all appropriate personnel understand the provisions of this policy, as well as the implications upon their job description responsibilities.

Distribution List

The following positions will receive this policy and any changes to this policy:  
· Information Security Officer
· Senior Management and Management Team Members (as listed in the Awareness Training Procedure)
· List other individuals.  Consider establishing an e-mail alias corresponding to the individuals.
· 
Policy Owner

· Title Here

Policy Reviewers

· Title Here

Related Policies / Procedures / Tools
· Board Awareness Training
· Policy
· Annual Information Security Report to the Board
· Charter
· Audit Risk ISO Charter
· Presentations
· Board Awareness Training Presentation
· CyberSecurity Awareness for the Board
· Tool
· Board Agenda
· Customer Awareness Training
· Policy
· Privacy Policy
· Strategy
· Customer Awareness Strategy

· Assessments
· Customer Banking Product Controls
· Public Presence Content Checklist
· Tools
· Commercial Customer Awareness Training Checklist
· Commercial Customer Awareness Training Flyer
· Consumer Awareness Training Flyer
· Consumer Awareness Training Puzzles
· Identity Theft Prevention
· Mobile Banking Tips and Trends
· Mobile Security Puzzle
· Opt-Out Agreement Template (for MFA and D&R Controls)
· Management Awareness Training
· Plans
· IT Tactical Plan
· Procedures
· Awareness Training Procedure
· Management Awareness Training Procedure
· Standards
· FFIEC Requirements
· Management Guidelines for Social Media
· Technology Planning Policy Language
· Strategy
· Awareness Training Strategy
· IT Strategy
· Assessment
· Management Awareness Training Comprehension Quiz
· Presentations
· Management Awareness Training Presentation
· Technology Planning Presentation
· Tools
· Information Security Officer Job Description
· Minutes to the Board of Directors Meeting
· Organizational Chart
· Performance Evaluation Insertion
· Risk Analysis Executive Summary
· Tactical Plan Alternatives
· Technical Awareness Training
· Procedures
· Banner Procedure
· Technical Awareness Training Procedure
· Presentations
· Technical Awareness Training Presentation
· User Awareness Training
· Polices
· Acceptable Use Policy
· Conflict of Interest Policy
· Down n’ Dirty Portable Devices Policy Language
· Stand-alone User Level Social Media Policy
· Procedure
· Customer Identification Program
· Standards
· User Level Social Media Guidelines
· Presentation
· Asking Out of Wallet Questions Presentation
· User Awareness Training Presentation
· Assessments
· Acceptable Use Policy Checklist
· Awareness Training Checklist
· User Awareness Training Comprehension Test
· User Awareness Training Evaluation Form
· Tools
· AUP Signoff Form
· Commercial Customer Awareness Training Checklist
· performance Evaluation Insertion
· Other Programs:
· IT Governance Policy
· Access Management Program
· Asset Management Program
· Business Continuity Program
· Incident Response Program
· Breach Notification Letter Template
· Risk Management Program
· Commercial Customer Risk Assessment
· Technical Security Standards Program
· Social Media Audit Checklist
· Vendor Management Program



Revision History

Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer
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