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We’re on Your Team 
A big difference between purchasing an application and engaging with infotex:  we join your team.  Imagine hiring 
a well-knit group of Information Security Professionals, with certifications from ISACA, ISC2, and others.  The 
“sale” is the start of our relationship with you.  We work to get to know your unique system – meaning your network 
AND your people – and we bring a balanced approach. 

 

Twenty Four by Seven by Three Sixty Five! 
If you’re looking into a Managed Security Service Provider (MSSP), 
chances are you’re doing so for one of these reasons:  
 Compliance:  You’ve been working with an international firm and 

you’re realized that the “cookie cutter approach” is putting you out of 
compliance with your own policies and procedures related to network 
monitoring.   

 Risk Management:  You’ve decided that you simply can not accept 
the risk of NOT watching what’s happening to your network when 
you’re asleep, on vacation, or otherwise unavailable. 

 Cost Savings:  You’ve done the math and have decided that your 
people are better off focusing on what they do for a living, and 
leaving the tedious, impermanent work of security to people who do 
nothing but watch networks for a living. 

 
 
Balancing Technology with Humanity! 
Our Clients can tell you how we work not only in the technical act of watching your network, but also with the non-
technical implications of our services.  When we’re on your team, hundreds of policy and procedure templates are 
always at your disposal.   
 

A Good Night’s Sleep 
We’ve studied why people contract with Managed Security Service Providers, and beyond all the rhetoric that the 
corporate marketers have in their websites and slick marketing flyers, we’ve reduced it all down to one thing:  You 
want somebody to watch your back, to be there when you can’t.  You want a good night’s sleep! 
 

Customization 
Having made the decision to “outsource” or to “get more professional help,” the next decision you need to make is 
this:  Are you really willing to hand over the important monitoring function to a cookie-cutter approach?   
 
When you do your homework, you will find that infotex has the appropriate controls in place to provide top-notch 
service: including third-party assurance controls, certifications, training, and testing.  Why be one of thousands, 
when you can have a custom approach? 
 
Who Watches the Watcher? 
The most important question to ask of any Managed Security Service Provider is, “what assurance do I have that you 
follow the same best practices you preach?”  At infotex, we walk the talk.  We conform to the FFIEC Guidelines, 
HIPAA Security Ruling, Sarbanes Oxley, PCI, and other important regulations.  We’re in the FFIEC Technology 
Service Provider Examination Program . . . . undergoing the same scrutiny as any of our financial institution clients.   
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 A compliant solution . . .  
Being in the FFIEC Examination 
program is not enough.  We also hire at 
least two additional audit firms each 
year.  We also make sure it’s easy for 
you to see what controls we have in 
place to protect our access to your 
network.  We teach banks and credit 
unions how to make sure they know the 
risk they face because they share 
information with or grant network 
access to vendors.  Again, we walk the 
talk.  Don’t take our word for it:  Ask 
for a copy of our Due Diligence 
package.  In it you will see exactly what 
you should be receiving from all your 
technology vendors:  assurance of 
controls! 
 
Monitor Your Network 
So just what is a Managed Security Service?  To us, it means that infotex will monitor your network, looking for 
anything potentially negative, filter out the noise, and find reportable incidents.  infotex will then respond in real-
time to critical incidents per your customized “decision tree.”  A web interface is available so you can see exactly 
what our Data Security Analysts see, but few of our clients actually use the web interface because we are very big on 
what we call “Human Reporting.”  

 
Human Reporting 
The biggest myth in Information Security is that you can automate 
information security.  Sure, some parts of the process are 
automated.  But human beings still need to monitor the automated 
processes, and that’s exactly what separates infotex from other 
vendors.  We sort through all the noise, and only involve you when 
you need to be involved. 
 
Yes, we have all the fancy charts and graphs and reports.  But we 
push those out to you, in time for your Incident Response Team 
meetings.  Our Data Security Analysts decipher the graphs and 
charts, review the data collected in your database, and create 
reports with varying levels of detail to share with your Incident 
Response Team.  You are welcome to learn our interface and 
download all kinds of great information and statistics about your 
network.  Still, rather than making you “pull” information from the 
system, human beings decipher the information and push it to you.  
You only see what you need to see, when you need to see it.   
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Preventive Control:  IPS 
infotex uses an automated Intrusion Prevention Service that responds to predictable attacks 
within seconds.  We get our signatures from Emerging Threats Pro, which reportably catches 
double the amount of malware, 20% more “exploits”, and about 10% more in all other 
categories... all while performing better.  There’s only one problem with all this.  The notion 
that security can be automated is a myth!  
 

 Detective Control:  IDS 
Sure, you can automate some of the processes in information security, but without Human Beings monitoring these 
processes, the result is a false sense of security.  We’re 
here 24x7x365, watching your network and 
RESPONDING to threats.  If something out of the 
ordinary happens, our Security Analysts are here in real 
time to investigate and respond.  For detection, we use 
thousands of signatures as well as protocol and anomaly 
analysis.  infotex also adds customized signatures to 
detect the issues and activities that you are most 
concerned about. 
 

Detective Control:  ELM 
Millions and millions of event logs are generated each 
day by your servers, network devices, and various 
applications.  Your auditors and examiner are only 
asking whether you’re reviewing failed logins, but you 
just KNOW they are eventually going to ask more 
sophisticated questions than that!  Our Event Log 
Management Visualization Interface not only helps you 
filter out the noise, but the interface includes everything 
you need to show your auditors that you are reviewing your logs.  A health report, an interface for each log type, and 
real time monitoring all work together to ensure you are compliant! 
 

Change Management:  Change Detection 
When somebody on your staff opens a port for a vendor, have we remembered to close it?  
You will when scan a range of IP addresses on a monthly basis and report the ports that have 
changed since the last scan. Not only is this a great security tool, but it is an excellent change 
management tool as well.  
 
Tying It All Together with SIEM: 
The easiest way to explain Advanced Threat Protection is to think about intrusion detection 
in your home.  What’s the first thing you do after your pets sound the alarm that somebody is 
at your door?  (You look out the window!)  Our approach makes sure that we are correlating 
event logs with network traffic.  Not only do we queue up potential correlations, but our staff 
is trained to look for those patterns between network traffic alerts and event logs.  The end result is a much more 
robust approach to monitoring your network, and the security advantages to that are excellent! 
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Multiple Methodologies 
We customize our approach to your unique needs, not only in 
our reporting and response “decision tree,” but also in how we 
connect to your network.  Our Intrusion Prevention Service 
can be in-line, utilize Dynamic ACL updating, or leverage a 
LAN Bypass function so that the sensor is not a single point of 
failure.   
 
Decision Tree 
Our Decision Tree is a matrix listing all the predictable 
security incidents and your customized instructions as to the 
appropriate response.  We queue up a “default decision tree” 
to take advantage of the 15 years we have been doing this, but 
we also allow you to customize response to your own unique 
situation.  (Just because most of our Clients want to be awoke 
in the middle of the night to deal with that imminent threat, 
doesn’t mean you do)! 

 
Calling Tree 
When you engage with us, infotex will help you create a calling tree . . . . very similar to what you’re already using 
in your Disaster Recovery Plan, only in this case it’s focused on Network Security Incidents.  You will use the 
calling tree to direct us on how to respond to various types of incidents.  It can get as granular as you wish. 

 
 Policy Development 
The calling tree, by the way, is just one part of your overall 
Incident Response Program, which infotex will help you 
write, as we will become part of your Incident Response 
Team.  Other documents related to what we do include your 
data retention policies, asset management procedures, access 
management procedures, and change management 
procedures. 
 
Forensics Capabilities 
Another advantage to outsourcing the network monitoring 
controls to a third party is that, as a third party, we are in a 
much better position to capture evidence in the event you 
need it.  Our ELM system is already configured to store data 

forensically, but we can also be called out on site to gather evidence . . . . on a 24x7 basis!   
 
Put a Watch: 
We also have a “Put a Watch” service that you can invoke.  We interview you to gather the information we need, and 
next thing you know you have a report showing pertinent information about a particular user or asset.  Imagine the 
benefits of having a third party monitor a particular user, vendor, or even auditor.   
 



Logmon Health Statistics  

Device HCO used Space: 12% 

Space consumed by archive: 39455156 MB 

Total Logs in Database: 3793556 

Oldest Log in Database: 2011-04-11 00:01:06 

Last Parse Run: 19:50 

 

One of the tricks to Event Log Management is 
making sure what you are seeing corresponds 
with what is happening. Our health report ensures 
consistent collection of logs. We monitor that report 
in real time. Of course, if there’s anything wrong 
we’re on it immediately, but we also push daily 
information to you that helps you feel assured that 
down the road, when you need to investigate, all 
the evidence will be there, unchanged, in forensics-
friendly storage.

Health Reporting

Competitive Pricing

24x7x365 Real Time Monitoring

Daily Reporting of Actionable Events

Trend Reporting - Pushed to you!

Completely Customizable 

Tuning Evolved Since 2005

Health Reporting

Signature Set Based On Best Practices, 
FFIEC Guidelines, and CobiT

Let us find that needle in the haystack for you. With 
our ELM services, you get the all the best tools and 
support straight from us. No third party!

Fight the Noise!

We consolidate, monitor, report on, and respond 
in real-time to logs from your servers, firewalls, 
workstations, active directory, spyware defense, 
and  anti-malware systems, Microsoft Exchange 
servers, core processors, and on-line banking 
systems. Any device or application that generates 
logs in syslog format can be filtered through our 
system and analyzed.

Consolidate, Monitor, Archive

“Our auditors love the 
health reporting.”

“We’re looking at these logs every 
day now, and only see what we 
need to. Our auditors love that!”
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Our unique diamond stack process starts by 
consolidating all log sources into one stream of logs 
so that we’re looking at everything in one place.  
We then archive raw logs in a forensics proof 
manner.  You will be able to tell your examiners, 
auditors, and litigators that an independent third 
party ensured logs were archived in raw format, 
and show them the hash to prove that they were 
not modified from the moment they were created.  

We simultaneously feed the logs to the real-time 
system which will alert our data security analysts 
of potential issues based on a decision tree 
customized to your situation. We then massage 
the logs and populate a database with them.  
This database then serves as the basis for your 
Interactive Daily Reports, your Dashboard, and 
your Trend Reports.  

All of this information is made readily available for 
you to download anytime at your convenience.  
Using our ELM Visualization 
Interface, you can browse 
through statistics and report 
summaries.  But if you 
don’t have the time or the 
expertise, no worries!  Our 
security team can run the 
trend reports and make them 
available to you in an easy-
to-read format.

The Diamond Stack Process

At infotex, we understand that a cookie cutter 
approach may be more “economy-of-scale,” but it 
is not always the best approach to risk mitigation.  
Using our templates as a starting point, so you 
can “see what others are looking for,” we’ll then 
work with you to configure and tune the event 
log management process using industry best 
practices. Any application or device that generates 
syslog format reports can be fed into our system.

Customized to Meet Your Needs!

Our team of certified security data security 
professionals is working behind the scenes, 
24 x 7 x 365, looking to find your needle in the 
hay¬stack. During the tuning process we will walk 
you through a tried-and-true process that allows 
you to determine which log events you want to 
respond to in real time, 
versus which ones 
can be included in our 
interactive daily reports 
or our monthly and 
quarterly trend reports.

Not only will you be able to notice anomalies and 
issues over the long term with our trend reports, 
but you will also be able to declare that you are 
monitoring events in real time as well as daily.  
Our interactive daily reports contain detailed 
information and statistics about your event logs 
with the ability to “drill down” for more details.

We make sure you only see what you need to see, 
when you need to see it!

Real-time Monitoring

Interactive & Trend Reporting “Now I have one place to go 
where I see everything I need 
to see at a glance.”

elmdemo.infotex.com | (800) 466-9939

@ 2003 - 2012 infotex All rights reserved.

Event Log Management System

ELM System

elmdemo.infotex.cominfotex Managing Technology Risk



 

 

elmdemo.infotex.com

(800) 466-9939

Confidentiality Notice: 
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infotex.  In fact, we’d be happy if you put this into as many hands as you possibly can! 
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