[bookmark: _Hlk16959003]Boilerplate
Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· INDEMNIFICATION: All boilerplates, starting points, templates, kits, etc. provided by or sold by infotex are considered “as-is” and do not come with any warranty whatsoever.  These documents are a collection of ideas on how policies, procedures, and/or guidelines COULD be written.  Actual language used in your policies, procedures, and/or guidelines should be reviewed by professionals prior to considering the language compliant with any laws, regulations, or best practices.  Language in boilerplates is intended as a starting point and/or as example language only.  This boilerplate could be out of date, noncompliant with law or regulation, or not conforming to the latest best practice.  By using this boilerplate, you agree to indemnify infotex against any harm that could possibly result from such use, including harm resulting from omission, outdated language, or even negligence.  For more information visit my.infotex.com/terms-and-conditions.
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· When you use this boilerplate you also agree to be added to certain mailing lists maintained by infotex unless you have otherwise instructed us.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document.  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other infotex template with other financial institutions or third parties not auditing you, including MSSPs, consulting firms, or other non-financial institutions.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
· All areas needing customization and/or consideration are in red.    
· Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
· Sections in green are examples.
· Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.

· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you. For more information visit tour.infotex.com to view movies of past webinars to help you fill out your boilerplates and create a cybersecurity program!
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NOTES ABOUT THIS PROCEDURE:

· This procedure, now called the Hardening Procedure, was named Hardening Procedure until the 09/16/19 update, when we realized this procedure is also being used to harden endpoints, firewalls, etc.  
· If this change would cause you to have to change other documentation referring to a “Hardening Procedure,” the name is not important.  We can use a “hardening procedure” to harden an endpoint.
· This procedure is a Technical Security Standard, but could be considered an Asset Management Procedure as well. Either way, we believe this to be a procedure rather than a standard . . . meaning what is in this document MUST be enforced and is not merely a guideline.
· Usually the Network Administrator and not the Information Security Officer would be the procedure owner, though we see ISO’s owning this procedure all the time.  The point is, the person who does the hardening would not be the same person who runs through the hardening checklist in an ideally segregated world.  We realize this is not always possible in community banks.  When this is not possible, to avoid enforcement findings, care should be taken to modify language in the boilerplate that does not assume segregation.


Iterations:

Original Iteration:  October 2003

Updated:  08/15/2019, 08/29/2015, 02/24/2013, 06/21/2012, 12/02/2009, 11/11/2008, 02/18/2005

Last Iteration:  09/16/19
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Procedure Scope

This procedure applies to all Name of Financial Institution’s technical employees, temporary workers, contractors, and consultants who deploy and modify Name of Financial Institution’s Microsoft Windows Servers as well as other assets that should be hardening prior to deployment.  

The Information Security Officer is responsible for overseeing the development, implementation, and maintenance of this procedure.  It should be reviewed at least annually to ensure relevant information is appropriately considered.

[The Network Administrator / The IS Steering Committee / The Technology Committee / Senior Management] is responsible for enforcing this procedure.

For questions concerning this procedure, see the [Information Security Officer / Windows Administrator]. 


Objective

The primary objective of a hardening process is to enhance security on Commercial Off-The-Shelf (COTS) assets through a variety of means, prior to their deployment, on a risk basis, in a documented fashion.  Securing servers through hardening is a necessary practice to appropriately protect Name of Financial Institution’s electronic assets as well as ensuring its adherence to various regulations.  In addition to providing security, a hardened server provides consistency and a higher level of reliability within the server environment.  

Applicable Assets

Not all assets require the level of hardening determined in this procedure, but any assets which host information classified as Critical or Confidential should be hardened if possible.  This means that almost all servers would be hardened.  Therefore, all servers must adhere to the following requirements.  Whether assets that are not servers go through the hardening process is at the discretion of the Information Security Officer.

Hardening System

Institutions typically use commercial off-the-shelf (COTS) software for operating systems and applications, on such diverse platforms as network infrastructure, servers, desktops, laptops, and mobile devices. COTS systems generally provide more functions than are required for the specific purposes for which they are employed.  For example, a default installation of a server operating system may include mail, web, and file-sharing services on a system that does not require those functions.  Unnecessary software and services represent a potential security weakness.  Their presence increases the potential number of discovered and undiscovered vulnerabilities in the system.  Additionally, system administrators may not install patches or monitor the unused software and services to the same degree as they would operational software and services. Protection against those risks begins when the systems are constructed and software installed through a process that is referred to as hardening a system.



Basic Controls

This section defines basic hardening controls that are implemented by the Network Administrator and approved by the Information Security Officer.


[bookmark: _Toc92269135]Operating System Updates

The operating system of all servers should be updated to the latest available patch level prior to deployment in a production environment.  This includes all service packs and critical security updates.  Post-deployment patching is governed by the Patch Management Procedure.


Third Party Software and Updates

Additional software installations increase the potential attack scope of any server and as such should be limited to only software that is necessary to support business functions.  Any testing of potential new third-party software installs should first be completed in a test environment.  In production servers this software should be updated to the latest available patch level prior to deployment, after which patching is governed by the Patch Management Procedure.


Endpoint Security

Name of Financial Institution uses [state anti-virus software used] to manage all server anti-virus protection.  As a result, the agent must be installed on all servers and have definitions updated prior to deployment.  Additionally, the server should implement a local software firewall with ingress rules to restrict what ports are available based on the services and applications the server is providing.


Encryption

All servers that host critical or confidential data should utilize full-disk encryption when possible.  Name of Financial Institution uses [encryption application] to secure data at rest on servers that require it.


Unnecessary Services

Any services that are not necessary for the server or it’s installed applications to function should be disabled if possible.  This helps reduce the potential attack scope of the deployed server.  

[bookmark: _Toc92269140]Strong Authentication

All servers should adhere to the controls outlined in the Password Management Procedure including using strong complex passwords for all accounts and utilizing separate Administrator accounts for users with those privileges.  Additionally, any guest accounts should be disabled and the local Administrator account should be renamed from the default if possible.
Remote Administration

For support purposes, servers can be administered with remote desktop protocol (RDP).  This RDP access should be restricted to only IT Administrators who will be managing the server being hardened.


Backups

All servers should be properly setup in Name of Financial Institution’s backup systems with appropriate frequency and retention.  


Security Monitoring

All servers should be added to Name of Financial Institution’s Security Information and Event Manager (SIEM).  This includes monitoring of the server and application logs as well as watching traffic using network intrusion detection systems.


[bookmark: _Toc92269156]Endpoint Controls

At the Information Security Officer’s discretion, assets which are NOT servers can also be hardened using this process.  For this procedure, any asset that stores critical or confidential information should be considered by the Information Security Officer.  As such, certain controls should be considered on endpoints that are not considered on servers, including:  browser hardening, local admin account and password, drive mappings, bio-authentication (facial recognition, thumbprint scanners, etc.), multiple accounts, etc.


Advanced Controls

This section defines optional advanced hardening controls that can be implemented by the Network Administrator at the discretion of the Information Security Officer.

The National Institute of Standards and Technology maintains an online repository of security checklists for various operating systems and server applications.  Similarly, the Center for Internet Security provides free hardening guidelines for most major operating systems and server applications.  While these resources are not required for hardening they can be useful tools to reference and can be found at the links below:

https://nvd.nist.gov/ncp/repository

https://www.cisecurity.org/cis-benchmarks/




Optional Paragraph: Note that some banks will not include the next paragraph as they feel it paints them into a corner.

Documentation

A Hardening Checklist will be reviewed annually by the Information Security Officer and used to document the hardening process for each asset.  For each new asset, the Hardening Checklist will be approved by the <IT Steering Committee / Information Security Committee / Incident Response Team> prior to the asset being deployed.  During this approval process, any “anomalies” . . . instances where we stray from the normal process or the “standard build” . . . will be documented on the Hardening Checklist and included in consideration for approval.  Appropriate notifications to the <MSSP / SOC / Network Security Team> will be made.

[bookmark: _GoBack]Beyond the checklist, new assets also often cause updates to the Network Diagram, Patch Management Tracking Spreadsheet, Business Impact Analysis, and SIEM.  The Information Security Officer will ensure that all proper updates have been made.

 Verification

Hardening should be verified and documented for each asset prior to deployment.  Name of Financial Institution uses [vulnerability scanning application] to scan servers after they have been hardened to validate the process was completed satisfactorily and to ensure there are no vulnerabilities.  If vulnerabilities or other configuration issues are discovered by the scans they will be remediated prior to deployment of the server.




Concluding Sections
The following sections may or may not apply to your institution, depending upon your own policy/procedure development protocols.  However, we do strongly urge you to include the distribution list, policy owner, and policy reviewers section for your convenience and to ensure appropriate review and training.  Please remove this section.

Review

This document will be reviewed annually to ensure that it is kept current to existing technology and knowledge about Information Security.  

Reporting to the Board

The Internal Auditor will report to the Board on an annual basis that the all procedures listed above have been reviewed for completion, enforcement, and training.  Specifically, this report will indicate that all procedures listed above have been updated.  The report will list deficiencies related to enforcement of the policies and procedures above, as well as indicate the level of training provided to members of the various teams affected by the policies and procedures listed above.

The Board of Directors will also receive summary reports of examinations, audits, and other assessments of the risk inherent in information security as they are required.

Status Reporting

On an annual basis, the Compliance Officer will report to the Audit Committee that this procedure been reviewed for completion, enforcement, and training.  The Audit Committee will then report this to the Board of Directors.  Specifically, this report will indicate that this procedure has been updated.  The report will list deficiencies related to enforcement of the policies and procedures above, as well as indicate the level of training provided to members of the various teams affected by the policies and procedures listed above.

Due Diligence

The [Information Security Officer / Compliance Officer] is responsible for creating and executing a due diligence process to ensure that this procedure is being enforced.  All other employees will be required to funnel materials gathered as a part of this procedure to the Information Security Officer for processing.  The Information Security Officer will also be responsible for gathering annual documentation as required by this procedure, and working with the [Internal Auditor / Compliance Officer] to ensure procedure enforcement.

Noncompliance

Violation of this procedure may result in disciplinary action which may include termination for employees and temporaries; termination of employment relations in the case of contractors or consultants; dismissal for interns and volunteers; or suspension or expulsion in the case of a student.  Additionally, individuals are subject to loss of Name of Financial Institution’s Information Resources access privileges, and civil and/or criminal prosecution.


Storage of Procedure

The active copy of this procedure will be stored in the [list location of procedure].   Note: We recommend that the Financial Institution develop a method of off-site, on-line, secure storage of policies and procedures such as in a portal, mirrored intranet site, etc.

Procedure Training

The procedure owner and members of the [IT Steering Committee / IS Steering Committee / IT Governance Committee / Audit Committee / EDP Committee] must review this procedure annually and hold discussions to ensure that everybody understands the provisions of this procedure, as well as the implications upon their job description responsibilities.  

Distribution List

The following positions will receive this procedure and any changes to this procedure:
· Information Security Officer
· Network Administrator
· List other individuals.  Consider establishing an e-mail alias corresponding to the individuals.

Procedure Owner

· Title Here


Procedure Reviewers

· Titles Here

Contribution to Control Objectives for Information Technology 
Include this section only if the financial institution complies with CobiT.

Enforcement of this procedure contributes to the achievement of CobiT:
· DS7:	Ensure systems security. 





[bookmark: _Toc125374375][bookmark: _Toc125374466][bookmark: _Toc125375064][bookmark: _Toc128189467][bookmark: _Toc128224509]Related Policies / Procedures / Tools
· Technical Security Standards Program At-large
· Policies
· Wireless Access Security Policy
· Procedures
· Automatic Logoff Procedure
· Change Control Procedure
· Domain Controller Security Procedure 
· IT Physical Security Procedure  
· Microsoft Server Security Procedure
· Network Backup Procedure
· Password Management Procedure
· Patch Management Procedure
· Server Hardening Procedure (Microsoft)
· Server Hardening Procedure (Unix)
· Virtual Private Network (VPN) Procedure
· Virus Incident Response Procedure
· Virus Incident Response Procedure (Ransomware)
· Vulnerability Management Procedure
· Standards
· AS/400 Security Standards
· Change Control Standards
· Encryption Standards   
· Firewall Security Standards
· Mainframe Data Encryption Standard
· Network Devices Security Standards 
· Router Security Standards
· Server Build / Configuration Standards
· UNIX Server Security Standards
· Tools
· Board Minutes Checklist
· Change Control Request Form
· Change Control Worksheet
· Mobile Policy Checklist
· Portable Device Policy Checklist
· Security Standards Maintenance Checklist
· Social Media Audit Checklist
· Other Programs:
· IT Governance Policy
· Access Management Program
· Asset Management Program
· Awareness Training Program
· Annual Information Report to the Board
· Business Continuity Program
· Incident Response Program
· ELM Prerequisite Signoff Sheet
· IDS Prerequisite Signoff Sheet
· IRT Comprehension Exercise
· Potential Incident Report
· Third Party Information Request Procedure
· Risk Management Program
· Audit Charter
· IT Audit Program
· Vendor Management Program

Revision History
Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer


