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Mobile Banking – Tips and Trends for Our Customers
Smartphones have made us more connected than we could have ever imagined, but just like the Internet using a smartphone does come with risks.  The following lists simple guidelines you can follow to protect yourself from the dangers of using a smartphone.
First and foremost, if you are using wireless banking applications (abbreviated:  app) or text banking features, know that your smartphone is a target not only for malicious individuals that want to steal your identity, but also from people you may know, but not know that well.
We should start by understanding exactly what a smartphone is!  In this day and age, by the time we print this guideline, there will probably be new smartphones out there.  But at the time of this publication, all forms of the iPhone, phones using the Android operating system (such as the Droid or the Eris), Blackberry’s RIM smart phones, and phones using the Windows Mobile operating system are all considered to be smartphones.  Furthermore, wireless banking can be conducted over “tablet devices” such as the iPad, the Motorola Xoom, or the RIM PlayBook.  One way to think of it:  if you can easily download applications from a “market” to your portable device without connecting it to your computer, it’s a target for the bad guys.
Even if you don’t yet have a smartphone, you should still be aware of these tips and trends if you use your cell phone to browse the Internet and/or read e-mail.  Even texting comes with risks.  The sooner you start learning ways to protect yourself from these risks, the better off you will be in the long run.  The wireless communications world is wrought with fraud, so one last thing we should also start with is to convey what a fraudulent transaction really is from our perspective.  In banking, fraud occurs when somebody poses as a bank customer to implement a transaction.  In other words, we can protect you against fraudulent banking transactions when your credentials have been stolen, as long as you do your part by protecting yourself!  But please realize that if you use billpay to purchase an item, and that seller sends you the wrong item, we can’t protect you.  That is not considered a fraudulent transaction in the banking world, even if the seller used deceptive advertising.
So, having established that there are risks with wireless communications and what a smartphone actually is, let’s run through some of the more prevalent risks and what you should do to protect yourself.  First, let’s start with some key axioms:
1. Always treat your cell phone like an electronic wallet or purse.

2. When you text somebody, that text message is stored on your cell phone, at least one server somewhere, and the receiver’s cell phone.  It will be around forever.

3. A cell phone is a computer that can make calls.  Update it and protect it with antivirus software (AVS) like you would a computer.

4. If somebody steals your cell phone, what are they going to find?

That last axiom is the cusp of what you should recognize.  You should know what is on your phone.  What text messages would somebody find if they stole your phone?  What e-mails would be embarrassing if somebody found your phone?  What user names and passwords would a bad guy be privy to if you memorized them on your phone.

The most critical risk with smartphone usage is that you are most likely storing data on your smartphone that can be used by malicious people to hurt you.  This includes everything from where you have been to e-mails and text messages containing sensitive information like your Social Security number or bank account numbers.  If you are using mobile banking, your smartphone can be used to access your bank account.
Whether you leave it in a taxi cab or somebody steals it from you at a bar, the loss of your smartphone needs to come with some very important action items.  First, before you lose your smartphone, check the settings menu for the method that you can use to put a password on your device.  You can use a four digit PIN, or a pattern recognition password for convenience.  We call these “power-on passwords,” but note that they should be set up to be used not only when you power-on your smartphone, but anytime you turn your screen on.  The good thing about these passwords is that you don’t have to use them when you receive a call.  But to make a call (except 911) or to access your mobile applications (or the Internet), you will be required to enter a password or pattern.  Passwords or patterns can of course be guessed, but if you configure your settings to lock the phone after five unsuccessful attempts, you will buy time to contact your provider (Verizon, AT&T, Sprint, etc.) before anything bad happens using your phone.
Second, and again before you lose your smartphone, you should be conscious about the types of information you are storing on your device, and perhaps try to limit this.  It doesn’t take a lot of time to delete text messages that you are no longer using.   Most smartphones let you configure how many days of e-mail you keep on the phone as well.  You should consider limiting this to just a few days.
The next very important step to put yourself in a better position before you lose your smartphone is to get into the habit of NOT memorizing “login credentials” on your smartphone.  When we say “login credentials” we’re usually talking about your username and password.  These credentials, if memorized on your smartphone, do not really protect you.  Now we can understand if you memorize credentials to websites that are not “critical.”  For example, most people aren’t going to want to type in a password every time they log into Facebook or Twitter.  We understand that.  But if you are using a wireless banking application, and you memorize your login credentials, you are almost guaranteeing that a bad guy who steals your phone and guesses your “power-on password” will cost you money.   So think about the apps that you access from your smartphone.  If there is an app that you do not want ANYBODY to access under any circumstances, go into the settings for that app and turn off the memorized credentials feature.  We strongly encourage you to do this for your mobile banking application.
One last thing you can do BEFORE you lose your smartphone:  subscribe to a “remote wiping” service.  Some smartphone providers are offering this with the phone.  However, if not, you can easily do an Internet search and find services that will allow you to delete everything on your Smartphone from the Internet in the event that you lose your device.  
Beyond remote wiping, another important task you should do when you discover you have lost your cell phone is call your service provider.  When you first received your cell phone, you may have been given a number to call in emergencies.  Surely, in the excitement of learning the cool features of your phone, you didn’t remember to write that number down and put it in your wallet or purse!  But right now would be a good time to capture that number to memory or write it down.  If you don’t, know that the best thing to do is dial “0” and ask for information.  Explain what happened and the operator will help you contact your service provider in order to turn off the cell service.  Though the bad guys might still be able to get valuable information from your phone (especially if you didn’t set up a password or PIN), at least they will not be able to use the phone to access critical websites such as your mobile banking accounts or other accounts that may have stored your credit card numbers.  
Note:  You must implement remote wipe feature BEFORE calling your provider (the service can not remotely wipe the phone without a cell connection).
After implementing remote wipe and calling your service provider, the next step would then be to call our hotline at xxx-xxx-xxxx.  This number, along with your wireless provider’s number, should be kept in your “non-electronic” wallet or purse. 
Losing your cell phone is a lot easier than you might think.  It happens all the time.  But there are other risks in using your smartphone.  If you are not using an iPhone, there are many “fraudulent apps” out there that pretend to do one thing, often very cool, but also are doing other things you don’t know about.  For example, there are now apps that allow you to update all your social media pages with one tweet, but what you don’t know is the app is also forwarding all text messages to an organized crime ring.  Because of this, you should download and install good antivirus applications.  Beware: some antivirus applications are actually fraudulent apps in themselves!  But if you do some investigating and research, you will find legitimate antivirus applications, some of them free, that can be easily installed on your Smartphone.  Remember, however, that AVS can’t catch EVERYTHING, but they do at least add a good layer of defense to your smartphone safeguards.  Some of the legitimate antivirus applications currently in the market place include:  A-squared (free), AhnLab Mobile Security, Avast! PDA Edition (free), AVG (free), Avira AntiVir Mobile (free), BitDefender Mobile Security (free), BullGuard Mobile Antivirus, Comodo (free), Dr.Web Mobile Security Suite, F-Secure Mobile Security, Kaspersky Mobile Security, Norton Smartphone Security, Panda Antivirus, PC Tools Antivirus (free), Threatfire (free) Trend Micro Antivirus, Vipre, Virusfighter Pro, and ZoneAlarm.  
In addition, be careful who you let use your smartphone.  There are already several stories of people asking to borrow a smartphone at a party or a bar and, while you’re not looking, they quickly download fraudulent apps to your smartphone.  Again, always protect your smartphone as if it was your wallet or purse! 
Keep in mind your smartphone isn’t really a phone.  It’s a computer that can make calls.  And like the computer sitting in your study or on your desktop at work, smartphones have operating systems (like Windows) that need to be updated and patched.  The good news is that your service providers will let you know when updates are available.  But don’t shut off this feature or wait to run the update program.  Malicious people are finding vulnerabilities in your smartphone’s operating system all the time, and the only way to protect yourself is by keeping the phone up-to-date.
Speaking of fraudulent applications, the iPhone app store is the only marketplace that controls “application distribution.”  In other words, before we were allowed to offer our iPhone banking app, we had to prove to Apple that it was legitimate and complied with basic security best practices.  Rest assured our Android app (and Blackberry and Windows Mobile App) was also carefully designed as well.  But applications markets can easily offer an app that LOOKS like our app, but isn’t.   Because of this, we always encourage you to download our banking app and updates to the app from our website at http://www.ourbank.com/mobileapps instead of getting them from the marketplace.  Though less convenient, because you must connect your phone to your laptop or desktop, it’s much safer because you know you are going to a legitimate site.  
By the way, if you ever suspect an app might be fraudulent or malicious, don’t be afraid to call our hotline at xxx-xxx-xxxx.  We’d be happy to investigate the app for you!
When you text somebody, you should realize that the text message can be around forever.  It is stored on your phone, the receiver’s phone, and at least one server owned by your wireless communications provider.  So be careful what you put in text, it could come back to haunt you.  And, don’t keep old text messages.  Make a habit of regularly purging older text messages.
Another risk that is starting to become a nuisance is what we call “smishing.”  Smishing is when a malicious person sends you a text message with a link that, when you click on it, does something malicious such as downloads malware or fraudulent apps, or takes you to a fraudulent website which asks you for sensitive information.  Please be careful of text messages from people you don’t know well and trust, especially if they have a link in them.  And know that we or any financial institution would never send you a text message out of the blue with a link that you click on to give us sensitive information.  
There is a funny vulnerability with our consumer capture feature.  Consumer capture is where you can take pictures of checks and deposit them without having to come to the branch.  Some of our customers have accidentally deposited a check more than once!  Fortunately we have plenty of monitoring tools to catch this, but still they of course were rather embarrassed when we brought it to their attention.  We totally understood they weren’t trying to pull anything.  But to avoid any embarrassing calls, we encourage you to write “deposited” or “void” on your deposited check to prevent this from happening.  
One of the nice things about mobile banking is that you can monitor your financial records more frequently.  In addition, you can use our text banking services to warn you in real time of transactions you need to know about.  For example, you can have us text you any time a transaction greater than $100 or $200 is executed from your account.  We encourage you to set up these text alerts because it helps you protect yourself, and also is a very convenient way to know what’s going on with your account.  Also log into your on-line banking account and review your statements via on-line banking on a regular basis (rather than that big monthly reconciliation project that we all hate!).  Don’t rely solely on mobile banking.  We also encourage you to use all channels of communication.  And, don’t be afraid to visit us at the branch!  Now that you’re using your smartphone, we miss you!  
  infotex    Managing Technology Risk    my.infotex.com    (800) 466-9939  ((

