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Sources Concerning Awareness Training 
 
FFIEC Information Security Booklet – July 2006 

Page 4:  Financial institutions should implement an ongoing security process and institute appropriate 
governance for the security function, as-signing clear and appropriate roles and responsibilities to the board of 
directors, management, and employees. 
 
The security process is the method an organization uses to implement and achieve its security objectives.  The 
process is designed to identify, measure, manage, and control the risks to system and data availability, integrity, 
and confidentiality, and to ensure accountability for system actions.  The process includes five areas that serve as 
the framework for this booklet:  [excerpt] 

 Information Security Strategy - A plan to mitigate risk that integrates technology, policies, procedures, 
and training.  The plan should be reviewed and approved by the board of directors. 

 
Page 7:  Employees should know, understand, and be held accountable for fulfilling their security 
responsibilities.  Institutions should define these responsibilities in their security policy.  Job descriptions or 
contracts should specify any additional security responsibilities beyond the general policies.  Financial 
institutions can achieve effective employee awareness and understanding through security training and 
ongoing security-related communications, employee certifications of compliance, self-assessments, audits, 
and monitoring. 
 
Page 17:  The selection of controls is typically grounded in a cost comparison of different strategic approaches to 
risk mitigation.  The cost comparison typically contrasts the costs of various approaches with the potential gains 
a financial institution could realize in terms of increased confidentiality, availability, or integrity of systems and 
data.  Those gains could include reduced financial losses, increased customer confidence, positive audit findings, 
and regulatory compliance.  Any particular approach should consider: (1) policies, standards, and procedures; (2) 
technology design; (3) resource dedication; (4) training; and (5) testing. 

 
Page 19:  Primary considerations in a network security architecture are the policies, standards, and procedures 
employed as a part of the governance structure and the technology design.  Other considerations are the 
necessary resources, personnel training, and testing. 

 
Page 24:  The access rights process also constrains user activities through an acceptable-use policy (AUP).  
Users who can access internal systems typically are required to agree to an AUP before using a system.  An AUP 
details the permitted system uses and user activities and the consequences of noncompliance.  AUPs can be 
created for all categories of system users, from internal programmers to customers.  An AUP is a key control for 
user awareness and administrative policing of system activities.  Examples of AUP elements for internal network 
and stand-alone users include: 

 The specific access devices that can be used to access the network;  
 Hardware and software changes the user can make to their access device;  
 The purpose and scope of network activity;  
 Network services that can be used and those that cannot be used;  
 Information that is allowable and not allowable for transmission using each allowable service;  
 Bans on attempting to break into accounts, crack passwords, or disrupt service; 
 Responsibilities for secure operation; and 
 Consequences of noncompliance. 
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Page 25:  Depending on the risk associated with the access, authorized internal users should generally receive a 
copy of the policy and appropriate training, and signify their understanding and agreement with the policy before 
management grants access to the system. 
 
Page 28:  [excerpt]   

 Password guessing attacks also exist.  These attacks generally consist of an attacker gaining knowledge 
about the account holder and password policies and using that knowledge to guess the password. 

Controls include training in and enforcement of password policies that make passwords difficult to 
guess.  Such policies address the secrecy, length of the password, character set, prohibition against 
using well-known user identifiers, and length of time before the password must be changed.  Users 
with greater authorization or privileges, such as root users or administrators, should have longer, 
more complex passwords than other users. 
 

 Users’ inadvertent or unthinking actions can compromise passwords.  For instance, when a password is 
too complex to readily memorize, the user could write the password down but not secure the paper.  
Frequently, written-down passwords are readily accessible to an attacker under mouse pads or in other 
places close to the user’s machines.  Additionally, attackers frequently are successful in obtaining 
passwords by using social engineering and tricking the user into giving up their password. 

Controls include user training, heuristic intrusion detection, and simpler passwords combined with 
another authentication mechanism. 

 
Page 35:  Social engineering involves an attacker obtaining authenticators by simply asking for them.  For 
instance, the attacker may masquerade as a legitimate user who needs a password reset or as a contractor who 
must have immediate access to correct a system performance problem.  By using persuasion, being aggressive, 
or using other interpersonal skills, the attackers encourage a legitimate user or other authorized person to give 
them authentication credentials.  Controls against these attacks involve strong identification policies and 
employee training. 

 
Page 70:  Financial institutions should mitigate the risks posed by internal users by  

 Performing appropriate background checks and screening of new employees;  
 Obtaining agreements covering confidentiality, nondisclosure, and authorized use;  
 Using job descriptions, employment agreements and training to increase accountability for security; and  
 Providing training to support awareness and policy compliance. 

 
Page 72:  Financial institutions need to educate users regarding their security roles and responsibilities.  
Training should support security awareness and strengthen compliance with security policies, standards, and 
procedures.  Ultimately, the behavior and priorities of senior management heavily influence the level of 
employee awareness and policy compliance, so training and the commitment to security should start with senior 
management.  Training materials for desktop and workstation users would typically review the acceptable-use 
policy and include issues like desktop security, log-on requirements, password administration guidelines, etc.  
Training should also address social engineering and the policies and procedures that protect against social 
engineering attacks.  Many institutions integrate a signed security awareness agreement along with periodic 
training and refresher courses. 
 

FFIEC Management Booklet – June 2004 
Page 27:  Financial institutions should use job descriptions, employment agreements (usually higher level 
positions), training, and awareness programs to promote understanding and increase individual accountability. 

 
Information security awareness and training programs help support these and other management policies. 


