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Awareness Training Procedure
Classified:  Internal Use
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Procedure Scope

This procedure applies to all Name of Financial Institution’s management team members.  

The Information Security Officer is responsible for overseeing the development, implementation, and maintenance of this procedure.  It should be reviewed at least annually to ensure relevant information is appropriately considered.

The Information Security Officer is responsible for enforcing this procedure.

For questions concerning this procedure, see the Information Security Officer. 
Introduction
Information Security permeates the organization, and thus an extremely important step in mitigating Information Security risk is to make the entire team aware of key issues related to Information Security.  Buy-in at the management level will ensure proper enforcement of policies and procedures, as well as a cohesive, cost-effective approach to risk mitigation.  Therefore, it is imperative that the management team and employees undergo many different levels and layers of awareness training throughout the calendar year.  The following documents the process used by the Information Security Officer to ensure appropriate information security awareness throughout the calendar year.

Employee Policy and Awareness 

The weakest link in Information Security is people.  To secure Name of Financial Institution’s information system, a team approach must be taken that involves the cooperation and awareness of each and every employee.  The Acceptable Use Policy addresses all policies, guidelines, and standards related to the employee (user).  This policy is facilitated by periodic Information Security Awareness Training.  There is also a signature form on file for all employees, as well as an Acceptable Use Policy Comprehension Test documenting the employees’ understanding of these issues. 

Information Security Awareness Training

One of the most critical components of a sturdy Information Security Strategy is the establishment of a thoughtful, periodic Information Security Awareness Training program.  The content of this training differs and is tailored to deliver pertinent information to the Board of Directors, Bank Management, Information Technology Team Members, and users.  Attendance to various training programs is mandatory for all personnel as defined below.  The Information Security Officer is responsible for tracking attendance and reporting problems to supervisors.
Board of Directors:  

The Board of Directors will be invited to sit in on annual User Awareness Training as a means of educating the Board on information related to the importance if Information Security (as well as the type of training being provided to the end-user).
Bank Management:

Any reports to the Board by the Information Security Officer should be shared with management for awareness purposes.  The CIRT will receive annual training centered around the Incident Response Plan.  Meanwhile, [IT Steering Committee / IS Steering Committee / Audit Committee / EDP Committee] members will annually receive awareness training as part of the Risk Assessment updating process.  The management team should annually approve provisions in the performance evaluation of employees related to information security best practices.  Finally, the Information Security Officer will provide training as needed per the Information Security Strategy Calendar in order to assist the management team in the execution of various duties (such as vendor due diligence review, access authorization, data classification, etc.).

Technical Awareness Training:
Because the [technology staff is / network administrators are] instrumental in both securing information assets as well as enforcing policy and configuring the system to enforce policy, it is imperative that a training program be developed to make all technical personnel aware of the appropriate policies, procedures, tools, standards, and guidelines that they must follow.  Annual training should be supplemented with comprehension testing as well as ongoing training.  The technical personnel should be involved in the annual process for updating security standards and other appropriate documentation.  

Training for the technical team should also review the IT Audit program and, in particular, those tests and resources available related to technical vulnerability assessments, log monitoring applications, network configuration audits, etc.  The network administrator will also maintain a document that presents the banner which will greet all network users upon their login.  This banner should be written to mitigate legal and operational risk.

User Awareness Training:
As the end-user is the “first line of defense” in an Information Security Strategy, training for the user is paramount.  Name of Financial Institution utilizes the following five components in its Awareness Training Program for the end-user:

Annual Acceptable Use Policy Training:  Each year, just after the Acceptable Use Policy is updated, all personnel who log into Name of Financial Institution’s network will undergo full training of the Acceptable Use Policy.  This training will include a “due diligence quiz” which documents that the user not only received the training, but understood key provisions of the policy.

Monthly Awareness Reminders:  Once per month, an e-mail message will be sent from the Information Security Officer related to a specific current topic.

As-needed Awareness Information:  As new issues, vulnerabilities, or policies arise, the Information Security Officer will send via [the appropriate method / e-mail] additional reminders and/or vulnerability announcements.
On-going Awareness Exercises:  Throughout the year, as well as in advance of annual training, various awareness exercises will be conducted.
New Employees:  As part of the new employee orientation, the most recent Acceptable Use Policy Training and Due Diligence Quiz will be delivered.

Customer Awareness Training:
The Information Security Officer should work closely with marketing personnel and web developers to ensure an adequate mix of identity theft prevention education is distributed to customers in the form of flyers, web page elements, and public announcements.
Training Plans
On an annual basis, The Information Security Officer will prepare the annual Board, Management, Technical, User, and Customer Awareness training plans and present that to the [CIRT / management team / Steering Committee / Board of Directors], including hiring third parties to assist with such training.  

Information Security Training Points
Training will be job specific, and will often be based on procedures in the Information Security Program.  The training materials will address all pertinent issues including the following:

· Board and Management Team:

· FFIEC Requirements pertaining to Board Oversight of Information Security

· Annual Report to the Board Requirements

· Vendor Management Issues

· Information Security Officer Job Description and Calendar of duties

· Pertinent Risk Analysis results

· Ongoing risk mitigation efforts

· Major policy/procedure revisions

· The Information Security Strategy Calendar

· Current CIRT activities
· Primary controls

· Planned controls
· Technical Team:

· Security Standards

· Applicable Policies and Enforcement Requirements

· IT Audit Program

· BCP and BCP Testing Plan

· Pertinent Risk Analysis results

· Ongoing risk mitigation efforts
· Security Standards

· Primary controls

· Planned controls

· User:

· Current Acceptable Use Policy

· Information Security Best Practices

· Current trends in Information Security

· Applicable regulations

· Social engineering tactics
Broadcast Awareness 

All personnel will be trained to understand the latest attack methods, especially social engineering methods.  Training will encourage users to “broadcast awareness” in the event that activities lead one to believe an information security attack is eminent or ongoing.  This means that when an event is discovered, the user will immediately inform his/her supervisor, who will make sure all appropriate parties of the bank are aware of the incident.  Depending upon the size of your bank, you may want to modify this language to fit your own situation.
Ongoing Awareness Training

The Information Security Officer is responsible for providing a steady stream of ongoing training to users, in the form of vulnerability announcements, security reminders, and awareness exercises.

Vulnerability Announcements
The Information Security Officer will develop reliable sources for reporting day zero exploits, ongoing attacks, and new vulnerabilities.  The Information Security Officer is responsible for filtering such sources down to all users that is appropriate.  Announcements and the method used to convey such announcements should be job specific as much as possible.  

Security Reminders
The Information Security Officer is responsible for sending regularly scheduled security awareness reminders on a monthly basis to all users, and can send such reminders to just the management team or portions of the team (such as the CIRT, Technology Committee, Data Owners, etc.) as appropriate.  Beyond monthly security reminders, the Information Security Officer must monitor policy enforcement issues and send reminders accordingly.

Awareness Exercises
The Information Security Officer is responsible for arranging various “awareness exercises” either performed as part of third party tests or internally.  Such exercises should be used to measure as well as establish awareness.  Proper metrics are important to demonstrate progress overtime.  The exercises selected should be based on risk as measured by likelihood and impact.  

Examples of exercises include:

· Pretext Calling

· Physical Breach Attempts

· Spear Phishing 

· Password File Analysis

· Clean Desktop Walkthroughs

· Locked Workstation Walkthrough'

· Trash Can Reviews

· Dumpster Diving
Awareness Training Presentations

There are various training presentations available which the Information Security Officer may use to kickoff program reviews, introduce annual reports, etc.  They are as follows:

· User Awareness Training (presented to all users, including management team members)

· CIRT Awareness Training (presented annually to the CIRT)

· Information Security Risk Management Kickoff Meeting (presented at the beginning of the annual Risk Assessment)

· Board Awareness Training (provided annually to the Board of Directors in advance of the Annual Information Security Report to the  Board)

· Vendor Management Program (presented in advance of the review of the Vendor Management Program)

· Data Ownership Program (presented to data owners as a kickoff to the Data Ownership Program Review)

Note:  Not all of the above sessions are required, we’re listing them in case you want to consider them.


Definition of Management Team
For the sake of this procedure and other procedures referring to “Management Team,” the President / Information Security Officer / Compliance Officer has defined the Management Team as including the following positions:
· President

· Chief Executive Officer
· Chairman
· Chief Financial Officer / Controller / Accounting Manager (top position in accounting/finance business functions)
· Chief Operations Officer / VP of Operations / Director of Operations 
· Chief Information Officer
· Information Security Officer

· Human Resources Director / Personnel Director (top position in this business function)
· Legal Counsel
· Compliance Officer

· Internal Auditor
· Marketing Director 

· Purchasing Director
· VP of Retail
· Sales Manager
· Lending Manager
· List others

Program Review

Each of the eight information security programs (Asset Management, Business Continuity, Data Ownership, Incident Response, Risk Management, Security Standards, Awareness (Management, Technical, User, Customer), and Vendor Management) will be reviewed on an annual basis with appropriate stakeholders.   The purpose of each review will be to update the programs in response to any deficiencies noted in audits and tests, account for personnel changes, consider new risks, threats, and vulnerabilities, and streamline the process wherever possible.  The review process itself will make appropriate management team members aware of the policies and procedures inherent in each program.

Comprehension Tests

Each year, the Information Security Officer will design new comprehension tests based on the results of the Information Security Risk Assessment.  The Information Security Officer is responsible for tracking test scores and reporting results to supervisors.  The following tests resulted from the 2007 Risk Assessment:

· Management Awareness Training Comprehension Quiz
· Technical Comprehension Quiz

· User Awareness Comprehension Quiz (based on the Acceptable Use Policy)

Due Diligence
The Information Security Officer / Compliance Officer is responsible for creating and executing a due diligence process to ensure that this procedure is being enforced.  All other workforce members will be required to funnel materials gathered as a part of this procedure to the Information Security Officer for processing.  The Information Security Officer will also be responsible for gathering annual documentation as required by this procedure, and working with the Internal Auditor / Compliance Officer to ensure procedure enforcement. 

Status Reporting
The Compliance Officer will ensure that this procedure has been met during ongoing auditing practices and will report to the Audit Committee annually that this procedure has been met.  The Audit Committee will then report this to the Board of Directors.

Contribution to Control Objectives for Information Technology 

Enforcement of this procedure contributes to the achievement of CobiT:

· PO6:
Communicate management aims and direction.
· PO7:
Manage IT human resources.
· DS7:
Educate and train users.
Noncompliance
Violation of this procedure may result in disciplinary action which may include termination for employees and temporaries, termination of employment relations in the case of contractors or consultants, or dismissal for interns.  Additionally, individuals are subject to loss of [Name of Financial Institution]’s Information Resources access privileges, and civil and/or criminal prosecution.

Procedure Training
The Information Security Officer, Network Administrator, and Senior Management will review this procedure annually and hold training to ensure that all appropriate personnel understands the provisions of this procedure, as well as the implications upon their job description responsibilities.
Distribution List
The following positions will receive this policy and any changes to this policy:  

· Information Security Officer
· Management Team Members (as listed above)
· List other individuals.  Consider establishing an e-mail alias corresponding to the individuals.
Storage of Procedure
The active copy of this procedure will be stored in the [list location of procedure].  

Note: We recommend that the Financial Institution develop a method of off-site, on-line, secure storage of policies and procedures such as in a portal, mirrored intranet site, etc.
Procedure Owner

· Title Here
Procedure Reviewers
· Titles Here
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