
When In Doubt...
DON'T PLUG IT IN!

Only Ever Use Personal Or 
Organization-Approved 

Devices

Never Plug In 
Random USB Drives 

You Find

Use Only Trusted USB
Drives From Known 

Sources

Scan USB Devices For 
Malware Before Opening 

Anything

Delete Old Files Before 
Giving Away Or Disposing 

Of A Device

Encrypt Sensitive Data 
That Is Stored On USB 

Devices

Always Keep Personal 
Data Off Of Unknown 

Devices

Keep Security Software 
And Operating System 

Updated

infotex
DON'T PLUG
IN TROUBLE!

USB drives can still be extremely useful, BUT it is important to stay safe as 
they can also represent a risk to your systems and/or your data. See below 

for some easy and useful tips to help keep yourself, and your data,
cyber-safe! Unknown USB Devices can bring Unwanted Surprises!
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