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Purpose
· This is a “template” to be used as a “starting point” for the sake of helping you develop your own IT Governance Program.
Copyright / Permission to Use
· INDEMNIFICATION: All boilerplates, starting points, templates, kits, etc. provided by or sold by infotex are considered “as-is” and do not come with any warranty whatsoever.  These documents are a collection of ideas on how policies, procedures, and/or guidelines COULD be written.  Actual language used in your policies, procedures, and/or guidelines should be reviewed by professionals prior to considering the language compliant with any laws, regulations, or best practices.  Language in boilerplates is intended as a starting point and/or as example language only.  This boilerplate could be out of date, noncompliant with law or regulation, or not conforming to the latest best practice.  By using this boilerplate, you agree to indemnify infotex against any harm that could possibly result from such use, including harm resulting from omission, outdated language, or even negligence.  More information at my.infotex.com/terms-and-conditions.
· Permission to use this document is conditional upon you receiving this template directly from an infotex consultant, infotex website or e-commerce site, or an infotex workshop / training presentation.
· When you use this boilerplate you also agree to be added to certain mailing lists maintained by infotex unless you have otherwise instructed us.
· By using this template either in its entirety or any portion thereof, you acknowledge that you agree to the terms of use as dictated in the “Transfer of Copyright Agreement” located at copyright.infotex.com.  This agreement establishes that when you customize this template to your specific needs, your organization may have copyright of the customized document. These boilerplates are mere starting points that must be customized to your unique situation.  A cybersecurity professional should audit your customized iteration before considering it "sufficient.”  However, infotex retains copyright to the template.  This agreement also establishes that you will not share this or any other infotex template with other financial institutions or third parties not auditing you, including MSSPs, consulting firms, or other non-financial institutions.  You may not transfer ownership of the customized documents to any other organization without the express written permission of infotex.
Instructions
· Make sure to read through the template carefully as not all situations will pertain to your organization.  However, to assist you in customizing the document to your specific needs, we have attempted to color code areas that will need your special attention.  Color coding is as follows:
1. All areas needing customization and/or consideration are in red.    
2. Sections in blue are merely instructions or additional information for knowledge purposes and should be removed.
3. Sections in green are examples.
4. Sections that are in brown are optional sections according to our definition of best practices.  These sections may be removed if they do not match your needs.

· Note that you should confirm that all text has been changed to “black” before considering this template final for your organization.  If there are any sections in any other color than black, then all situations or customization has not been considered.
· This section (Templates) may be removed once the document has been customized, for at that time we turn ownership of the customized document over to you. For more information visit tour.infotex.com to view movies of past webinars to help you fill out your boilerplates and create a cybersecurity program!
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Notes about this Boilerplate:

“Awareness is Nine Elevenths of the Battle.”

The following is an excerpt from our Acceptable Use Policy Boilerplate.  There are two versions available.  As always, MAKE THIS YOURS!!  Also consider implementing comprehension exercises focused on out of wallet questions.  



Iterations and Revision History:

Original Iteration:  This is an excerpt from the October 2011 version of the Acceptable Use Policy Boilerplate
Updated:  October 2011, October 2012, June 2013, December 2015, December 2017, October 2018

Last Iteration:  March 2020
























[bookmark: _Toc159133542]Note:  there are two versions of this next section.  The first, which we recommend for banks that struggle with this control, is simpler and relies primarily on role playing.  The second is for banks that have matured this control.

Authenticating Telephone Information Requests

When a person calls asking for information, they could be a threat instead of a customer.  Persons involved in domestic disputes, cyber-criminals looking to gather information, and nosey neighbors/friends/family members could call the bank posing as a customer.  Improperly revealing account balances, e-mail addresses, even tax-id numbers could not only embarrass you, but it is also considered to be against the law.  

To prevent threats from exploiting this social engineering approach, called “pretext calling,” we must authenticate nonpublic customer information requests with “out of wallet questions.”

Out-of-wallet questions seek validation information that cannot be found in a person’s lost wallet or purse, or on social media.  The particular question you ask often depends on the person calling.  Not every customer will know the answer to every out-of-wallet question, and thus you must seek the customer’s help in finding a legitimate out-of-wallet question.  Rather than providing a list of “out-of-wallet” questions in this policy, employees must learn to use out of wallet questions by role playing.  If you answer the phone regularly, you are expected to learn how to use out of wallet questions by role-playing with other team members.  Please see your supervisor to start role playing.

Three Important Words:  The person who can teach you the right out of wallet question is actually your customer.  When you start with, “For your protection, I need to ask some questions to confirm your identity,” you will enlist the customer’s help in the identification process.  Then try to find a question that will prove the customer’s identity, that can NOT be found in a lost wallet or purse or on social media.

DO USE:  Information such as amount of last deposit, the car purchased under a loan, or where a particular deposit comes from DO qualify as out of wallet questions.  

DON’T USE:  Information such as date of birth, last four of SSN, tax identification number, mother’s maiden name (found in social media sites), address, and/or account number are NOT out of wallet questions.  You can ask these questions, but they are not out of wallet questions.

LAST RESORT:  If you cannot find a legitimate out-of-wallet question, there are only three options left:  you can call the customer back at a number on file at the bank, require the customer to come into the branch, or pass the customer along to your supervisor.


Or . . . . 


Authenticating Telephone Information Requests

When a person calls asking for information, they could be a threat instead of a customer.  We must confirm their identity by asking what the regulators call “Out Of Wallet Questions.”  

Persons involved in domestic disputes, cyber-criminals looking to gather information, and nosey neighbors/friends/family members could call the bank posing as a customer.  Improperly revealing account balances, e-mail addresses, even tax-id numbers could not only embarrass you, but it is also considered to be against the law.

To prevent threats from exploiting this social engineering approach, called “pretext calling,” we must authenticate nonpublic customer information requests with “out of wallet questions.”

“Nonpublic Customer Information” can include any information that has any or all of the following:

· Name (any name on an account)
· Address (any or all addresses for any account)
· Phone numbers (any or all, including fax)
· Tax ID numbers
· Social Security numbers
· Account numbers (any or all)
· E-mail addresses
· Account balances

When a customer calls asking for any of the above information, you MUST confirm the identity of the caller prior to giving them any of the information listed above.  If you do not know a customer, feel free to ask the customer to provide “out-of-wallet” authentication information.  “Out-of-wallet questions” seek validation information that cannot be found in a person’s lost wallet or purse, or on social media.  Rather than providing a list of “out-of-wallet” questions, employees will need to learn to be creative as you authenticate callers.  Out of Wallet Questions are “customer centric.”  The particular question you ask often depends on the person calling.  Not every customer will know the answer to every out-of-wallet question, and thus you must seek the customer’s help in finding a legitimate out-of-wallet question.  By starting with “For your protection, I need to ask some questions to confirm your identity,” you will enlist the customer’s help in the identification process.  Then try to find a question that will prove the customer’s identity, which can NOT be found in a lost wallet or purse or on social media, such as:
· Predefined challenge questions (note:  if your system supports this, it would be ideal, but not all customers will have a challenge question and employees should still be taught to use out of wallet questions.)
· Amount of last deposit
· Amount of recurring deposits or payments
· Source of recurring deposits or payments
· Amount / date of automatic payments
· Month and Year account was opened
· Month and Year a loan was initiated
· Collateral on a Loan
· Anything that cannot be discovered in a lost wallet or purse, or on social media.
· Multiple Choice Questions where none of the choices are correct (use sparingly, and only when customer can’t answer other out-of-wallet questions)

Information such as date of birth, tax identification number, mother’s maiden name (found in social media sites), address, and/or account number can be used to verify a member’s identity ONLY if combined with out-of-wallet questions as defined above.  The customer information listed above may not be shared with anyone outside of Name of Financial Institution without permission from your Department Manager or Branch Manager.

If you cannot find a legitimate out-of-wallet question, there are only three options left:  you can call the customer back at a number on file at the bank, require the customer to come into the branch, or pass the customer along to your supervisor.
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Contribution to Control Objectives for Information Technology 

Note:  This section can be removed if the financial institution is not subject to CobiT compliance.
Enforcement of this policy contributes to the achievement of CobiT 4.0:
· PO7:	Manage IT human resources.
· PO8:	Manage quality.
· DS7:	Educate and train users.
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Related Policies / Procedures / Tools
· Board Awareness Training
· Policy
· Annual Information Security Report to the Board
· Presentations
· Board Awareness Training Presentation
· CyberSecurity Awareness for the Board
· Tool
· Board Agenda
· Customer Awareness Training
· Policy
· Privacy Policy
· Strategy
· Customer Awareness Strategy
· Assessments
· Customer Banking Product Controls
· Public Presence Content Checklist
· Tools
· Commercial Customer Awareness Training Flyer
· Consumer Awareness Training Flyer
· Consumer Awareness Training Puzzles
· Identity Theft Prevention
· Mobile Banking Tips and Trends
· Mobile Security Puzzle
· Opt-Out Agreement Template (for MFA and D&R Controls)
· Management Awareness Training
· Procedures
· Awareness Training Procedure
· Management Awareness Training Procedure
· Standards
· Management Guidelines for Social Media
· Technology Planning Policy Language
· Strategy
· Awareness Training Strategy
· Assessment
· Management Awareness Training Comprehension Quiz
· Presentations
· Management Awareness Training Presentation
· Technology Planning Presentation
· Tools
· Information Security Officer Job Description
· Minutes to the Board of Directors Meeting
· Organizational Chart
· Performance Evaluation Insertion
· Risk Analysis Executive Summary
· User Awareness Training
· Polices
· Acceptable Use Policy
· Conflict of Interest Policy
· Stand-alone User Level Social Media Policy
· Procedure
· Customer Identification Program
· Standards
· User Level Social Media Guidelines
· Presentation
· Asking Out of Wallet Questions Presentation
· User Awareness Training Presentation
· Assessments
· Acceptable Use Policy Checklist
· Awareness Training Checklist
· User Awareness Training Comprehension Test
· User Awareness Training Evaluation Form
· Tools
· AUP Signoff Form
· Commercial Customer Awareness Training Checklist
· Mobile Kit
· Social Media Compliance Kit
· Other Programs:
· IT Governance Policy
· Access Management Program
· Asset Management Program
· Business Continuity Program
· Incident Response Program
· Risk Management Program
· Technical Security Standards Program
· Vendor Management Program


Revision History
Note:  This next section is optional, used to keep track of when you’ve updated policies and procedures.  Know that using this will make it very clear to an Auditor when you skipped a revision cycle.

The following revisions were made to this document:

· 02/11/11: Document created.
· 02/23/12 John Doe Information Security Officer



Declaration

I have received a copy of the Acceptable Use Policy from Name of Financial Institution.  I understand that, as an employee of Name of Financial Institution, I am to adhere to the standards as described within the Policy.  I also understand that any violation of this Policy can lead to disciplinary action, up to and including dismissal.


____________________________________________________________      	____________________
Employee       									Date


____________________________________________________________      	____________________
[Network Administrator / IT Manager / Human Resources Director] 	Date
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