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Keep a 
clean 
machine

Use secure
Wi-Fi

Lock 
down 
your 
login

Think 
before 
you 
click

Shop 
securely

Pay wisely 
Monitor 
your 
accounts

Disable 
auto-connect
 on your 
devices 

Avoid 
shared 
computers

Watch Out 
for Seasonal 
Scams

Shop Only 
on Sites 
You Know

Pay 
Attention 
to the URL 

Use a 
Credit Card 

Keep 
Software 
Updated

Don’t 
Autosave 
Info

Use Strong
Passwords

Never Give
Your 
Personal 
Info

Use Virus 
Protection

Consider using 
Apple Pay or 
Google Pay 

Disable 
Bluetooth 
Connectivity

Ship to a 
secure
location 

Beware of SMS 
phishing

If it looks too
good to be 
true, it 
probably 
is

Save your 
records

Don’t click on 
suspicious 
links 

Avoid public 
Wi-Fi

Buy from 
verified 
sellers

Watch out for
knockoff or 
fake 
products

Track 
deliveries 

New Year’s Eve

Christmas 
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